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1. B

configure
[dr 4]
configure
[HLE]
F#L EXEC Rzt
[Z%1]
T
[Hi4 ]
HEN 4 R e B
(25411
Switch# configure
Switch (config) #
interface
[dr 4]
interface IF_PORTS
interface range IF_PORTS
[HLE]
Fz O B K
[Z%1]
IF_PORTS AR ORIV O NTIRNS ARPIIE 5= AR
[k ]
N G B X
25451 ]

BN 1 HECE
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Switch# configure
Switch (config) # interface GigabitEthernet 1
Switch (config-if) #

HENRIT 1-5 AL E

Switch# configure

Switch (config)# interface range GigabitEthernet 1-5
Switch (config-if-range) #

end
[4]
end
[ ]
o
(%]
¥
[ ]
BrA P AEAh, 7 H AR E R B R [ 2R ExEC B
[z5491]
Switch# configure
Switch (config) #interface GigabitEtherne 1
Switch (config-if)# end
Switch#
exit
[4]
exit
[HE ]
¥
[Z#]
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IR A AR 2
RPREAT, Fa BRI 2SET cLT &1k

(25411
Switch# configure
Switch (config) # exit
Switch#

1.1. RGEER

111 BEETHNNESEE

[dr4]
show info
[HLE]
F ExEC

[ %3] ]
28 Ei::3%)
System Name W& AR
System Location WRANE
System Contact W FR T
MAC Address MAC Hii 3

IP Address P Hiu 3k
Subnet Mask RRLERE]
Loader Version 5 ST R A
Loader Date g 22T H 8
Firmware Version E/NERTE RN TEN
Firmware Date At HIN
Hardware Version B R A
PN Series number PN /7515
SN Series number SN J7 515
System Object ID A4t 0ID
System Up Time BT

[##iA]

PR AIHLARAAE B
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(25411
R SCHHIEALE L

Switch# show info

System Name : Switch

System Location : Default

System Contact : Default

MAC Address : CO0:74:AD:B9:3B:44

IP Address : 192.168.80.202

Subnet Mask : 255.255.255.0

Loader Version : 3.6.9.55156

Loader Date : Sep 09 2022 - 16:06:39
Firmware Version : 1.0.1.11

Firmware Date : Nov 01 2022 - 05:07:20
Hardware Version : V1.2A

PN Series number : 9640004612A

SN Series number : 20VXU28NS0B93B44

System Object ID : 1.3.6.1.4.1.27282.3.2.10

System Up Time : 1 days, 22 hours, 43 mins, 38 secs

1.1.2. BEXHEHELEFE

Fic B XL AR
(4]

system name NAME

show info

[ ]
4 JRI e B AR
[Z%1]
2 i
NAME FRFVu: 1-32
WRFFE NS, T BHEE .
[ A ]
& B A2 ML 44 B
[%5451]

WEBIZY AN MySwitch I EE
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Switch# configure
Switch (config) #system name MySwitch
MySwitch (config) #do show info

System Name : MySwitch

System Location : Default

System Contact : Default

MAC Address : CO0:74:AD:B9:3B:44

IP Address : 192.168.80.202

Subnet Mask : 255.255.255.0

Loader Version : 3.6.9.55156

Loader Date : Sep 09 2022 - 16:06:39
Firmware Version : 1.0.1.11

Firmware Date : Nov 01 2022 - 05:07:20
Hardware Version : V1.2A

PN Series number : 9640004612A
SN Series number : 20VXU28N90B93B44
System Object ID : 1.3.6.1.4.1.27282.3.2.10

System Up Time : 1 days, 22 hours, 45 mins, 6 secs
REZHYAE
(2]
system location LOCATION
[#LE]
4 JR e B A K
[Z#]
28 ik
LOCATION Bk RVA-
IR PR NS, TSI
[ ik ]
BB HAL B
(2441

B EAAI BN shenzhen HEE
Switch#configure
Switch (config) #system location shenzhen

Switch (config) #do show info
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System Name : MySwitch

System Location : shenzhen

System Contact : Default

MAC Address : CO0:74:AD:B9:3B:44

IP Address : 192.168.80.202

Subnet Mask : 255.255.255.0

Loader Version : 3.6.9.55156

Loader Date : Sep 09 2022 - 16:06:39
Firmware Version : 1.0.1.11

Firmware Date : Nov 01 2022 - 05:07:20
Hardware Version : V1.2A

PN Series number : 9640004612A
SN Series number : 20VXU28N90B93B44
System Object ID : 1.3.6.1.4.1.27282.3.2.10

System Up Time : 1 days, 22 hours, 47 mins, 55 secs
e BB R T
(2]

system contact CONTACT
[HLE]

4 Jr e B A X
[Z#]
28 ik
CONTACT LTI YN

IR PR NS, TSI

[k ]

BB HALEE 275 30
(24451

B NIRRT AN 13546879513 H&FE

Switch#configure
Switch (config) #system contact 13546879513
Switch (config) #do show info

System Name : MySwitch
System Location : shenzhen
System Contact : 13546879513

MAC Address : CO0:74:AD:B9:3B:44
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IP Address : 192.168.80.202

Subnet Mask : 255.255.255.0

Loader Version : 3.6.9.55156

Loader Date : Sep 09 2022 - 16:06:39
Firmware Version : 1.0.1.11

Firmware Date : Nov 01 2022 - 05:07:20
Hardware Version : V1.2A

PN Series number : 9640004612A
SN Series number : 20VXU28N90B93B44
System Object ID : 1.3.6.1.4.1.27282.3.2.10

System Up Time : 1 days, 22 hours, 48 mins, 1 secs

1.1.3. AEBXEWMLCPUEE
BE CPU % N\ i R

[

=l

21

show cpu input rate

[HLE]
R EXEC X
[Z#]
I
[ ik ]
A& CPU Hi A\ id =
(2441 ]
Switch#show cpu input rate
Input Rate to CPU is 1 pps
#E CPU AR
(2]
show cpu utilization
[HLE]

FEAL EXEC X



(25411

1.1.4.

[Z%]
28
total
used
free
shared
buffer

cache

[Hid]

(25411
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i~ CPU f#i 2%

Switch#show cpu utilization

CPU utilization

Current: 0%

BENHER

show memory statistics

KAl EXEC #5

SBoRNTESG TS B, AFE total. used. free. shared. buffer. cache, {7
KB

Switch#show memory statistics

total (KB) used (KB) free (KB) shared (KB)
buffer (KB) cache (KB)
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Mem: 126028 78792 47236 0
0 0

-/+ buffers/cache: 78792 47236

Swap: 0 0 0

1.1.5. BEXBIRAER

[ 4]
show version
(@UAD|
HiA EXEC #i5t
[Z#1]
Loader Version 5| SRR RRA
Loader Date 5| S52 R/ H
Firmware Version B RRARI R G R A
Firmware Date wAEH
[k ]
WoRRAGER, BRI FRETPMA. HIAMSA A HiH
[ %4411

Switch#show version

Loader Version : 3.6.9.55156

Loader Date : Sep 09 2022 - 16:06:39
Firmware Version : 1.0.1.11

Firmware Date : Nov 01 2022 - 05:07:20
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2. PARMINLSS

21, WOEARE
piV=IEN it
[dr 4]
no shutdown
shutdown
[HLE]
Fz 1 B A X
[Z#]
T
[Hi4]
FEIE /5% 3
(25411
SR 1 1
Switch#config
Switch (config) #interface gigabitEthernet 1
Switch (config-if) #shutdown
TR 1
Switch (config-if) #no shutdown
fic B H /iR
[#r 4]
description DESCRIPTION
(LA
2 1 B A X
[Z#]
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DESCRIPTION PRV 1-128, FTHERE O
[#iA]

i & 2 O RS B
[ %4411

Hic B i 2 WA N port-2

Switch# configure

Switch (config) # interface GigabitEthernet 2
Switch (config-if)# description port-2

e O ik

description WORD<1-128>

(R ]
B e B A
[Z%]
2H i34
WORD<1-128> TR 1-128, F T v O
[k ]
& i 1 4t ik
[%441]
B H 1 iRy 111111
Switch#config
Switch (config) #interface gigabitEthernet 1
Switch (config-if) #description 111111
st ME )
(2]
no description
(R ]

M B
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[Z%#]
.
[fid]
T 75 vty 1 IR
(25411
Switch#config
Switch (config) #interface gigabitEthernet 1
Switch (config-if) #no description
i 2 o R
(4]
speed [10|100]1000]
speed auto [(10/100|1000|10/100)]
[HLE ]
AR E#ER
[Z#]
ZSH i34
10 Force 10 Mbps operation, i 10Mbps (13 133 2
100 Force 100 Mbps operation, #i]100Mbps [ I 3 %
1000 Force 1000 Mbps operation, 5&]1000Mbps )3 13
auto B, BAE W F4ME N
e 10: Include 10 Mbps in auto-negotiation advertisement
e 10/100: Include 10 Mbps and 100Mbps in auto-negotiation
advertisement
e 100: Include 100 Mbps in auto-negotiation advertisement
e 1000: Include 1000 Mbps in auto-negotiation advertisement
(4]
Hic B iy 1 R
(25411

Ao & o 1 1 fIE 2N 1000Mbps

Switch#config

Switch (config) #interface gigabitEthernet 1
Switch (config-if) #speed 1000
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i B3 X AR

(4]

duplex auto|full|half

(ENED |
P 1 B A 5
[Z%(]
auto Enable AUTO duplex configuration, H zifc B %X
full Force full duplex operation, 4=X{ T 55
half Force half-duplex operation, X{ T3
[k ]
Tict B8 3ty 11 0 A
(2545 ]
BB o 1 X TAEERCH auto
Switch#config
Switch (config)#interface gigabitEthernet 1
Switch (config-if) #duplex auto
B B i O B
(4]
flowcontrol auto|off|on
(ENED |
P I0C B A
[Z%#]
auto Enable AUTO flow-control configuration, [ zhiit &
off Force flow-control as disabled, <[]
on Force flow-control as enabled, J1 /3
[k ]

e 5 Sy 11 O A
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[z5451]
BLE e 1 1 M EESIN auto
Switch#config
Switch (config) #interface gigabitEthernet 1
Switch (config-if) #flowcontrol auto
% g O IR
[ 4]
no flowcontrol
(L]
2 1 B
[Z%#]
I
| €jiip%) |
K P g 11 98 42
[z5491]
RPN 1 B
Switch#config
Switch (config) #interface gigabitEthernet 1
Switch (config-if) #no flowcontrol
BE 5 REIRE
[ 4]
show interfaces IF_PORTS
show interfaces IF_PORTS status
[ ]
FEA EXEC HEE
[Z#]
¥ iR
IF_PORTS i 5
status NN N IS

° Port: ¥ 15
. Name: ¥ 44 FK
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° Status: ¥ FDIRAS

e Vlan: ¥ [FF{E vian
e  Duplex: i I TR
e Speed: U [Hi#HZEK

o Type: Ul I28HY

BRI 45 S B ES

(24451
BRI 1 HEE
Switch#show interface gigabitEthernet 1
GigabitEthernetl is down
Hardware is Gigabit Ethernet
Auto-duplex, Auto-speed, media type is Copper
flow-control is off
back-pressure is enabled
0 packets input, 0 bytes, 0 throttles
Received 0 broadcasts (0 multicasts)
runts, 0 giants, 0 throttles
input errors, 0 CRC, 0 frame
multicast, 0 pause input

input packets with dribble condition detected

0
0
0
0
0 packets output, 0 bytes, 0 underrun
0 output errors, 0 collisions

0 babbles, 0 late collision, 0 deferred

0 PAUSE output

BRI 1 PR

Switch#show interface gigabitEthernet 1 status

Port Name Status Vlan Duplex Speed
Type

gil notconnect 1 auto auto
Copper

BRI O g s

clear interfaces IF_PORTS counters

KR ExEC FEE
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(24

IF_PORTS 2

E

[k ]
RERIRE v O GE T T s

(25411
kR 1 G s

Switch# clear interfaces gigabitethernet 1 counters

22. WMES

BEEOZIMER

(<]

show interfaces IF_PORTS

[HL1E]
R ExEC
(=3
IF_PORTS eSS
[Hi4 ]
BEREZEONSRIELR
(24411
BEU I 1 HRIHE R
Switch# show interfaces GigabitEthernet 2
BEEEINERER
(4]

show tech-support mib-counters
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[WE]

iRl EXEC
[2%]

¥
[H5iR ]

BEREOMRERR
€317 |

Switch# show tech-support mib-counters

23. WHOHEBMKE

Fic B 3 Pk

Lin%]

2

errdisable recovery interval seconds

errdisable recovery cause {all | acl |
arp-inspection|bpduguard| dhcp-rate-limit| selfloop|udld
|psecure-violation |broadcast-flood

|Junicast-flood|unknown-multicast-flood}

[ ]
2R B
[Z%#]
¥ Ei:13%)
seconds Ui YR SIS A],  BEE FE
30-86400
cause {all | acl | Uity 1P 2 A % BRI L )

arp-inspection|bpduguard|
dhcp-rate-limit| selfloop|udld
|psecure-violation |broadcast-flood

|]unicast-flood|unknown-multicast-flood}

(A ]
e B 3 K =
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[z5451]
T B vy 1K R A R AL D B it B E T E D 30 7
Switch# configure
Switch (config) # errdisable recovery cause unicast-flood
Switch (config) # errdisable recovery interval 30s
BEROKER
[4]
show errdisable recovery
(L]
KR ExEC R
(%]
¥
[HiA]
A7 Ui R 2 R T
[z5491]

Switch# show errdisable recovery

2.4. HBERE

24.1. IOA/MERERRESA

[ 4]
lag <1-8> mode (static | active | passive)
no lag

[HLE]
AR E#ER

[Z#]

S8 i)

<1-8> F4&4H 1D, JEHE<1-8>

static FpA R
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active LACP HIEFE
passive LACP [F# s
| €jiip%) |

/) no lag McHE dy< LM ER3m KR & Dhfg

(241
B 1 AR E 2 AR lag 1
Switch# configure
Switch (config) # interface GigabitEthernet 1
Switch (config-if)# lag 1 mode static
Switch (config) # interface GigabitEthernet 2
Switch (config-if)# lag 1 mode static

Switch# show lag

2.4.2. EIDHE

(4]

lag load-balance { src-dst-mac | src-dst-mac-ip }
(@D

A JR e B AR X
[Z%#]
¥ HiiR
src-dst-mac F£F src-mac|dst-mac ) 713540
src-dst-mac-ip F£F src-mac|dst-mac|src-ip | dst-ip B £ #5315
| €jiip%) |

WEBR RS M E ST
(254511

Switch# configure

Switch (config)# lag load-balance src-dst-mac
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243. LACPEE

LACP R4t

(4]

lacp system-priority <1-65535>

(@USD
4 JRyfic B
(%]
<1-65535> LACP ARGk aF, HUE VLRI N1-655351 %4, #R1\32768
[Hii]
WE LACP I RSS2k
[ %4411
WE 4R LACP RGN 1
Switch (config-if)# lacp system-priority 1
LACP %7 DL 5e 2%
[4]
lacp port-priority <1-65535>
(@UAD|
F2 O C B A5
(%]
<1-65535> LACPi AL e e, BUE Y I 1-65535 184, ERiN1
[HEiA]
BCE LACP ¥ AR SeZ), BRIMESN 1, o D IPE e A BUE BN, I Tace ek
%
[ %4411

HEIRO 11 Lace fLsedh 2
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Switch# configure
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# lacp port-priority 2

LACP ¥ 1B HL 1

(<]

lacp timeout {long|short}

(ENED |
P2 B A
[Z4#]
short FLYSCLACP P SR SC 1 8 B B i) 2 30
long FEYSCLACP P SR SC I R I If 8] 9 9080
[k ]
W E UL LACP LR IS [E], BRIA short
(2545 ]
HE 1 #I LACP RS I (A2 long
Switch# configure
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# lacp timeout long
LACP ¥ 1 B B L5
(4]
lacp timeout {long|short}
(ENED|
B2 1 B AR
[Z4#]

short FRUSLACP PSR SC AR I B 8] 5 370



long

(25411

[HLFE ]

(€519
S

<1-8>

[Hid]

(25411

BCE RN LACP 4RSI I TA], BRI short

BCE G 1 34 LACe fROCHEEI ]2 long

GRANDSTREAM

CONNECTING THE WODORLD

P LACP PR AR SC IR R B[] 9 90F

Switch# configure

Switch (config) # interface GigabitEthernet 1

Switch (config-if)# lacp timeout long

show lacp {<1-8> | counters

show lag

KAl EXEC 5

iR

X
&

H 1D, Jul<1-8>

%5 LAG/LACP % H

Switch#
Switch#
Switch#
Switch#
Switch#

show
show
show
show

show

lag

lacp sys-id
lacp counters
lacp internal

lacp neighbor

|internal |neighbor|sys-id}
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2.5.  MAC Hshk®

2.5.1. % HE MAC Z{LitE

[4]
mac address-table aging-time
[#EE ]
Eo =R e
[Z#]
aging-time SNASHhEZ AR ], BUE Y FE 0560-1000000 (1) 8 4, 0K /RA
2. ERIN300F)
| €jiip%) |
BB EA MAC (2 AL ]
[ 2441 ]

Switch# conf

Switch (config) # mac address-table aging-time 60

2.5.2. % H MAC F&HE

[4]
mac address-table static MAC-address vlan vlan-id interface
interface-id
no mac address-table static MAC-address vlan vlan-id
interface interface-id

[#EE ]
4 R B A

[Z#]

MAC-address MACHEIE: #%5Z0A:B:C:D:E:F, 44100:00:00:00:00:01

vlan vlan-id vlan id BUEJEHI<1-4094>
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interface H2fhE 08 {GigabitEthernet|LAG }

interface-id

[ A ]
mac address-table static iYW EF MAC Hulilt, ¥H P& 581040
€, MG IEAEVE R Ow R
no mac address-table static Ay MIRTEEERA MAC Hulik

[ %5451

Switch# configure

Switch (config) # mac address-table static 00:00:00:00:00:01
vlan 1 interfaces GigabitEthernet 1

Switch (config) #mac address-table static 00:00:00:00:00:02
vlan 2 interfaces LAG 1

Switch (config)# no mac address-table static

00:00:00:00:00:01 vlan 1

2.5.3. WHEEF MAC Hihk

(4]
mac address-table static MAC-address vlan vlan-id drop
no mac address-table static MAC-address vlan vlan-id drop
(LA ]
4= JRfic B A5
[&%]
S5 ik
MAC-address macihilk: #z0A:B:C:D:E:F, #14100:00:00:00:00:01
vlian-id vlan id HUEE ] <1-4094>
[H#i4]
mac address-table static M2 WE EH MAC Mk, Xu&UE H Y
MAC 275 MAC Hhhit 4 2 MAC Hilik (4R ¢, BEER.
no mac address-table static MR TE € 2 MAC Hitik
| @7D|

Switch# configure
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Switch (config) # mac address-table static 00:00:00:00:00:01
vlan 3 drop
Switch (config) # no mac address-table static

00:00:00:00:00:01 vlan 3

2.5.4. JERRBIA MAC HulkF I

(4]
clear mac address-table dynamic
clear mac address-table dynamic interface interface-id
clear mac address-table dynamic vlian vIan-id

[HLE]
R EXEC

(24

28 Eiiipy

vlan-id vlan id HUEE E<1-4094>

interface-id H2MEE O, {GigabitEthernet|LAG }

[ 2]
T bR Bh A bk 2 0

[2441]

Switch# clear mac address-table dynamic
Switch# clear mac address-table dynamic interfaces
GigabitEthernet 1

Switch# clear mac address-table dynamic vlan 1

2.5.5. TH MAC Hilk R

(4]

show mac address-table aging-time

show mac address-table counters

show mac address-table
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show mac address-table mac-address

show mac address-table interfaces interface-id

show mac address-table wvlan vlian-id

Switch# show mac address-table dynamic

show

show

show

show

mac

mac

mac

mac

address-table

address-table

address-table

address-table

R EXEC BT

mac-address

vlian-id

interface-id

(A ]

show
I [h)

show
show
show

show

mac

mac

mac

mac

mac

ik

dynamic interfaces interface-id

dynamic vlan vlian-id

static interfaces interface-id

static vlan vian-id

macHidib: #FCA:B:C:D:E:F, 4100:00:00:00:00:01

vlan id HUEJEH<1-4094>

H2fhE O {GigabitEthernet|LAG }

address-table

address-table

address-table:

address-table

address-table

R IR O % H
show mac address-table

1) MAC Hbtik 15
Switch# show mac address-table dynamic: Az MAC HihkK I

aging-time: K&Z mac HIERTIHZAL

counters: K& HMLI4LT MAC 2B
WA Mac Hihik £ TR
mac-address: A {EE MAC Huhik (3R 0

interfaces interface-id: 1T mac ih

vlan vian-id: & mac HilEERIIA vian
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show mac address-table dynamic interfaces interface-id:
KA ANZS mac HUlbR I O 4% B
show mac address-table dynamic vlan vlan-id: K &#)Z mac
HER T vian 1Y MAC HihbZR I
show mac address-table static interfaces interface-id: i
EEFAS mac HUHERIIFHE O 4% H
show mac address-table static vlan vian-id: FEEFFS mac Hilt
RKINH vian B MAC HihikZR I

mac

mac

mac

mac

mac

mac

mac

mac

address-table
address-table
address-table
address-table
address-table
address-table
address-table
address-table

aging-time

counters

00:00:00:00:00:01
vlan 1

static

dynamic

interfaces GigabitEthernet

switchport mode { access/ hybrid/ trunk}

switchport access vlan <1-4094>

| @7D|
Switch# show
Switch# show
Switch# show
Switch# show
Switch# show
Switch# show
Switch# show
Switch# show
1

2.6. VLAN

2.6.1. VLAN

BZ B Access Rz, VLAN

(4]

[(HE ]
F2 O C B A5

(=41

S

access/ hybrid/ trunk

<1-4094>

ik

Tt B ity T B4 28 Y access/hybrid/trunk
Hc & uity 1IN —A™ vlan, B2 VLAN 1D 24 1-4094
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[$5i4 ]
B O BB Access, JHIN AR VEAN

€20
T i I BEER BN Access, ¥ GEL A VLAN 1
Switch#
Switch# configure
Switch (config) # vlan 2
Switch (config-vlan) # exit
Switch (config) # interface GigabitEthernet 1
Switch (config-if)# switchport mode access
Switch (config-if)# switchport access vlan 1
Switch (config-if)# exit
Switch (config) # exit
Switch# copy running-config startup-config
Success
Switch#

BELE hybrid 15X VLAN

L4 ]
switchport mode { access/ hybrid/ trunk}
switchport hybrid allowed vlan {add/remove} VLAN-LIST
{untagged/tagged}
switchport hybrid pvid <1-4094>
switchport hybrid acceptable-frame-type
{all/tagged-only/untagged-only}
switchport hybrid ingress-filtering

[#LE]
P O E AR

[Z%]

S iR

access/ hybrid/ trunk i B i A% #525Y access/hybrid/trunk

add/remove o B v O 85 B 2K AN hybrid BN/ H] vian

VIAN-LIST vlan 71|ZR FIVE A 1-4094
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untagged/tagged Jic B o 20X A VLAN W28 4 untagged/tagged
<1-1094> fic & ¥ 1 [ PVID

all/tagged-only/untagged-onl it & i MK 257y all/fV tagged/{¥ untagged
y

[##iA]
switchport mode iy &L & i I FEM RN hybrid
switchport hybrid allowed vlan &MWL E hybrid i LN/ F2ERT
VLAN, XA vian MiZEAN tagged/untagged
switchport hybrid pvid Wi HALE hybrid ¥ L) PVID
switchport hybrid acceptable-frame-type M2t E hybrid i
FUSemi A a1l
switchport hybrid ingress-filtering fin & /)i AukidjE

€20
Switch#
Switch# configure
Switch (config)# vlan 3
Switch (config-vlan) # exit
Switch (config) # interface GigabitEthernet 1
Switch (config-if)# switchport mode hybrid
Switch (config-if)# switchport hybrid allowed vlan add 2
tagged
Switch (config-if)# switchport hybrid allowed vlan add 3
untagged
Switch (config-if)# switchport hybrid allowed vlan remove 1
Switch (config-if)# switchport hybrid pvid 3
Switch (config-if)# switchport hybrid acceptable-frame-type
all
Switch (config-if)# switchport hybrid ingress-filtering
Switch (config-if)# exit
Switch (config) # exit
Switch# copy running-config startup-config

Success

BCE Trunk = VLAN
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switchport mode { access/ hybrid//trunk}
switchport trunk allowed vlan {add/remove} {VLAN-LIST/all}

switchport trunk native vlan <1-4094>

P M B AR

iR
T B ity T B4 28 Y access/hybrid/trunk

add/remove e B e B8 2858 Trunk Usin/ #2510 vlan
VLAN-LIST/all VLAN %113 (78 BB 1-4094 B4 AT A 1#) VLAN
<1-4094> Tt & i 11 PVID Ju [l 1-4094

[HEiR ]

(25411

switchport mode 774 it B b 55 KAN trunk
switchport trunk allowed vlan M2 Bl E trunk ¥ I/ R T VLAN

switchport trunk native vlan M2 E trunk %4 PVID

Switch#

Switch# configure

Switch (config) # vlan 2-4

Switch (config-vlan)# exit

Switch (config)# interface GigabitEthernet 1

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport trunk allowed vlan add 3-4
Switch (config-if)# switchport trunk allowed vlan remove 1
Switch (config-if)# switchport trunk native wvlan 4

Switch (config-if)# exit

Switch (config) # exit

Switch#

BIRAYES VIAN

,.
2
>
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show vlan
show vlan VLAN-LIST

show interfaces switchport {GigabitEthernet/ LAG}

<linterface-id>/<1-8>

(R ]
p

[Z#]

S8 iR

VLAN-LIST VLAN IR (TG 4 1-4094

GigabitEthernet/ LAG 3643 DAOK ) i 11 B4 2R A v 1

<interface-id> LA GWN7803P Jyfiil, LAK M1 1-28

<1-8> LA GWN7803P Jyfill, K&l 1-8

[f#i4]
show vlan 4 B/RATH VLAN 5 B
show vlan VLAN-LIST fir4 E/RFA VLAN {55
show interfaces switchport @4 f7Rin I VLAN 15 5

[%4451]
Switch# show vlan
VID | VLAN Name | Untagged Ports | Tagged Ports
| Type
————— e
S

1] default | gil-10,1lagl-8 | -——-

Default

2.6.2. Voice VLAN

&2 /FiEE Voice VLAN

Lin%]

2

voice-vlan vlan <2-4094>
voice-vlan aging-time <30-65536>
voice-vlan cos <0-7> remark

voice-vlan oui-table A:B:C A:B:C
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(@D
ESoWER
(=41
¥ iR
<2-4094> BB vian YU 2-4094
<30-65536> B € 2 AL [RIYE A 30-65536 434
<O-7> F8 2B VLAN RSS20 N 0-7
A:B:C fic & oul kit
A:B:C fid & oul #EhY
[HiA]
voice-vlan vlan W&l & 15 % VLAN
voice-vlan aging-time 4 JF /515 # VLAN
voice-vlan cos &L E ZALE A
voice-vlan oui-table &L E oUT ik FIHERY
[0
Switch#
Switch# configure
Switch (config)# voice-vlan vlan 4
Switch (config)# voice-vlan
Switch (config) # voice-vlan aging-time 30
Switch (config) # voice-vlan cos 5 remark
Switch(config)# voice-vlan oui-table c0:74:ad ff:ff:ff
Switch (config) # exit
Switch#
it B % 035 VLAN
[4]

voice-vlan

voice-vlan mode {auto/manual}
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[#E ]
¥ L E B A
[=%(]
auto/manual ¥ v I E T vian H 2 e F Ak =0
[HEiA]
voice-vlan & HWEHIE R DI B iEE VLAN
voice-vlan mode T &AL B i EE N vian N HS)/ FahE
[ %4411

Switch#

Switch# configure

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# wvoice-vlan

Switch (config-if)# voice-vlan mode auto
Switch (config-if)# voice-vlan mode manual
Switch (config-if)# exit

Switch (config) # exit

Switch#

7R Voice VLAN E B

[#r4]
show voice-vlan
show voice-vlan interfaces {GigabitEthernet/ LAG}
<interface-id>/<1-8>
(R ]
I
(23]
GigabitEthernet/ LAG e AR W s 11 B 2R o )

{interface—id> PL GWN7803P N, LLAM I 1-28
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PL GWN7803P fi|, & 1-8

show voice-vlan W2 B/RiEDS VLAN 55

show voice-vlan interfaces i3 i nif 1B VLAN {2 8

Switch# show voice-vlan
Administrate Voice VLAN state disabled

Voice VLAN ID none (disable)

Voice VLAN Aging 1440 minutes
Voice VLAN CoS HE)

Voice VLAN 1lp Remark: disabled

Switch# show voice-vlan interface GigabitEthernet 1

Voice VLAN Aging 1440 minutes
Voice VLAN CoS : 6

Voice VLAN lp Remark: disabled

OUI table
OUI MAC OUI MASK | Description

__________________________ o
00:0B:82 FF:FF:FF | Grandstream
C0:74:AD FF:FF:FF | Grandstream
EC:74:D7 FF:FF:FF | Grandstream
00:E0:BB FF:FF:FF | 3COM
00:03:06B FF:FF:FF | Cisco
00:E0:75 FF:FF:FF | Veritel
00:D0:1E FF:FF:FF | Pingtel
00:01:E3 FF:FF:FF | Siemens
00:60:B9 FF:FF:FF | NEC/Philips
00:0F:E2 FF:FF:FF | H3C
00:09:6E FF:FF:FF | Avaya

Port | State | Port Mode | Cos Mode

————— T s S T

gil | Disabled | Manual | Src
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2.7. R

27.1. ERRE

TFJa /5% AR B

Lin%]

2

spanning-tree

no spanning-tree

(¥ ]
4 JR e B AR
(23]
I
[$5ik ]
TEIE /%P A A T e
(24411
Switch (config)# no spanning-tree
Switch (config)# spanning-tree
BPDU AEE 7 =
L4 ]
spanning-tree bpdu {filtering|flooding}
[HLE]
4 Ry e B AR
(23]
S8 iR

filtering 24 B G TR, 3L € DU 4R ST
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flooding 4 BRSSPI, 72 4k BPDU i)

[k ]
VB A RO G R, BPDU 4R ST AR EE 75 50

(25451 ]
Switch (config)# no spanning-tree
Switch (config)# spanning-tree bpdu filtering
A AR
(4]
spanning-tree mode {stp|rstp|mstp}
[HEE ]
2 R B AR
[Z%#]
¥ iR
stp A2 B X
rstp PR AE BB MY
mstp 2 M B
[fiid ]
BB, BUA RSTP
(25451 ]
Switch (config)# spanning-tree mode rstp
BRI
(4]

spanning-tree pathcost method {long|short}
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[HLE]
4 R e B A X
(%]
long 7€ 2RI K, JEHE7E 1-200000000 2 [7]
short /€ &R AT L, JEHEITE 1-65535 2 [H]
[Hii4]
WE RN BRI, BN long
[ 2441 ]
Switch (config) # spanning-tree mode rstp
PR e 4%
[dr 4]
spanning-tree priority priority
[HLE]
2R B
[Z#]
priority RMBALE SR, BUATEE Y 0-61440 M54, H o
4096 [1)f5%L
(4]
WE AR 5
[ 2441 ]

Switch (config)# spanning-tree priority 0
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BPDU BXZZ i 8]

(4]

spanning-tree hello-time seconds

[HLE]
4 R e B A X
(%]
seconds BPDU BXZS IR E, HUEIEHEIA 1-10 %, HF
2 (Hello Time+1) *2<Max Age<X (Forward
Delay-1) *2
[#i4]
W& BPDU 4% i [a]
254511
Switch (config) # spanning-tree hello-time 2
B EAGHT (]
[d41]
spanning-tree maximum-age seconds
[HLE]
4 R e B A X
(%]
seconds ST SO, BT 6-40 HoXeRe, HLAGE:
/2 (Hello Time+1) *2<Max Age < (Forward Delay-1)
*2

[k ]
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e E i KA (A
[%4451]
Switch (config)# spanning-tree maximum-age 20
B ST IR B ]
(2]
spanning-tree forward-delay seconds
(¥ ]
4 JR e B AR
[Z%]
S iR
seconds B REIRIS TH), HUEVEH DY 4-30 BREH, HfR WL
(Hello Time+1) *2<Max Age< (Forward Delay-1)
*2
[$ik ]
B R SEIR I [A]
(24411
Switch (config) # spanning-tree forward-delay 15
FIERE T
(2]
spanning-tree tx-hold-count count
[HLE]

4 ey ic B AR X
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count RIERE A, BUETE A 1-10 BI%%
€ipuy |

WE RIE R T
[ 24411

Switch (config)# spanning-tree tx-hold-count 6

ZONTE

spanning-tree max-hops hop

AR e B

hop RKBEEL, HUETERDY 1740 OB

Za-RCFNTEA|

(25411

Switch (config) # spanning-tree max-hops 20

BB

show spanning tree

K ExEC R
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(€219
I
(4]
A A E B
(24451 ]
Switch# show spanning tree
272, WHRE
Ui 1 3% %
(4]
interface GigabitEthernet id/LAG id
interface range GigabitEthernet/LAG <n-m>
[#LE]
FRL ExEC
(€219

GigabitEthernet id/LAG id RFEAHMIGD, G EEOMBEEED

GigabitEthernet/LAG RPN L E ], B EE AR AN
<n-m>
[##iR]

R I 1 ABEAT A B AR S BC

(25411

Switch (config)# interface range GigabitEthernet 2-10
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spanning-tree cost cost

(R ]
4R E R
(%]
cost 2RI E KR, YRy 07200000000 2 [H]
PR 2RI RE VRN, YEHEA 0765535
Z A R, BEE N 0 BN E BG4 R W B
€ii%Y |
5L 1 2 T 4
254511
Switch (config-if-range)# spanning-tree cost 100
¥ PRS2
[#r 4]
spanning-tree port-priority priority
[HLE]
4R E R
(%]
priority u R Se 2, BUEN 07240 Z %, HoN 16 1
(R
€ii%Y |

B i AL E K
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(2411
Switch (config-if-range)# spanning-tree port-priority 0
TFRE /X% 0
(2]
spanning-tree edge
no spanning-tree edge
(¥ ]
4 JR e B AR
(4]
7
[Fik ]
B i 11 A3 S 1 T RE
[%4451]
Switch (config-if-range)# spanning-tree edge
FF 5 /250 BPDU i 8
(7]
spanning-tree bpdu-filter
no spanning-tree bpdu-filter
(¥ ]
4 Ry e B AR
(23]
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[$5ik ]
W E i /) BPDU I IhAE
[%4451]
Switch (config-if-range)# spanning-tree bpdu-filter
FF 5 /250 BPDU fR ¥
(4]
spanning-tree bpdu-guard
no spanning-tree bpdu-guard
(L]
4 Ry e B AR
(23]
I
[$5ik ]
W B Ui 1) BPDU fRY TIfig
(24411
Switch (config-if-range)# spanning-tree bpdu-guard
(2]
spanning-tree link-type (point-to-point|shared)
no spanning-tree link-type
(¥ ]

L fc B
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point-to-point TEIE RO R K
shared AR FH RN B R
€ii3%Y |
R i 1R U0 RS D BE

no spanning-tree link-type: k& ¥4 H s 5E

(24451 ]
Switch (config-if-range) # no spanning-tree link-type shared
se-p !
(4]
show spanning-tree interfaces IF PORTS [statistic]
[#LE]
KR EXEC B2
(241
interfaces IF_PORTS ¥ 11D B3 1 1D Y
statistic S 1 ) AR O £ 45 S
[#4]
A ity AR U5
(244511

Switch# show spanning-tree interfaces GigabitEthernet 2

Port gi2 enabled
State: forwarding
Role: root

Port id: 128.2

Port cost: 4
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Type: P2P (STP)

Edge Port: No

Designated bridge Priority : 32767
Address: c0:74:ad:98:d5:10
Designated port id: 128.2
Designated path cost: 0

BPDU Filter: Disabled

BPDU guard: Disabled

BPDU: sent 6, received 692

2.7.3.  MST 45

FHFAN MSTELE

(741

spanning-tree mst configuration

(¥ ]
4 JR e B AR
(4]
I
[$ik ]
BEAN MSTP B MST L &
[%4451]
Switch (config)# spanning-tree mst configuration
B4
(]

name name
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MST fic B A 0
[Z%(]
name MST 34, &K 32 F5F
[ 4]
WHE MST 14
[ 2545 ]
Switch (config-mst) # name 123
BT A
(4]
revision revision
(L]
MST fic B A0
[Z%(]
revision MSTP fEIT fR A, EUE VR 0-65535 HIHE%L
| €iip%) |
W E MSTP 1B1T fRAS
[ 24451 ]
Switch (config-mst) # revision 123
SE45] 5 VLAN I 2 &R
(4]

instance instance-id vlan vlian-1ist



GRANDSTREAM

CONNECTING THE WODORLD

[HLE]
MST Fir B X
[Z%1]
instance-id SEA5] 1D (0-15)
vian-1list SEAR LSS 1) VLAN SRR, BT RL RS —S VLAN, B3 L
—NEH, ARAENERIN N 1-4094
€ii%Y |
WE S5 VLAN BB O R
254511
Switch (config-mst)# instance 2 vlan 50-100
SRS K
(4]
spanning-tree mst instance-id priority priority
[HLE]
MST Pt & X
(%]
instance-id 52451 1D (0-15)
priority S, BUETEE 0-61440 HIRE%, H N 4096
FR £ 2
[Hii4]
WE SR e

(25411
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Switch (config-mst)# instance 2 priority O

BE MSTEE

Lir%]

2

show spanning-tree mst configuration

[ ]

KRl EXEC R
[=%(]

¥
[HiR]

TH MST LB
[ %5451 ]

Switch# show spanning-tree mst configuration

2.7.4. MSTHOEE

i kR

Lin%]

2

interface GigabitEthernet id/LAG id

interface range GigabitEthernet/LAG <n-m>

KR ExEC R

(241

e 21 #iR
GigabitEthernet id/LAG id EFEARZHN L, G EEAOMNESED
GigabitEthernet/LAG PR WA OYEE, O EEOME&RED
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<n-m>
[$5ik ]
163 1 ABEAT MST i G &
(25451 ]
Switch (config)# interface range GigabitEthernet 2-10
¥t B AR TT4H
(2]
spanning-tree mst instance-id cost cost
(EUED
PR E AR
[Z%]
S iR
instance-id SEA 1D
cost AR, BUEYER DY 0-200000000 1% %)
[fik ]
VOB MST SEA 45 5E by 1 0 BRAS T4
[%4451]
Switch (config-if-range)# spanning-tree mst 2 cost 100
¥ AR S 2%
[#r4]
spanning-tree mst instance-id port-priority priority
[HLE]

P M B AR
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[Z%1]
instance-id SEA5 1D
priority v RS2, BUEYEEN 0-240 M5, Hoh 16 1
(-
(4]
OB MST SEA 45 58 i 1 I Se 2%
(244511
Switch (config-if-range) # spanning-tree mst 2 port-priority
0
BE MST LHIRE
(4]
show spanning-tree mst instance-id interface IF PORTS
[HLE ]
Fii ExEC
(23]
instance-id 52451 1D (0-15)
IF PORTS Uity 11 B ity 11915
(4]
A MST SEBIFESS & o 1 b ARC &
(244511

Switch# show spanning-tree mst 2
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3. HE WS

3.1.IGMP Snooping

3.1.1.

IGMP Snooping &R AL E

FF & /5% IGMP Snooping

(4]
ip igmp snooping
no ip igmp snooping
(¥ ]
4 JR e B AR
(23]
I
[ ]
TR /K H4 )R IGMP Snooping Hifg
(24411
Switch (config)# ip igmp snooping
HamE R
(4]
ip igmp snooping forward-method (dip|mac)
[(HLF ]
4 Ry e B AR
(24

ik
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dip FT 1P R R
mac BT MAC [ ZH 3R ki
[fik ]

BWE AR R, BT Mac
[%4451]

Switch (config)# ip igmp snooping forward-method mac
TR /5% PR & i
[#r4]

ip igmp snooping report-suppression

no ip igmp snooping report-suppression
(W]

4 JR e B AR
[Z%]

I
[$ik ]

TEIR / R PR ] Dy e
[%4451]

Switch (config)# ip igmp snooping report-suppression
IGMP A
(2]

ip igmp snooping version (2]3)
(¥ ]

4Ry e B AR X
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[Z%1]
version (2]3) 4 J5) IGMP IZATHRAS, £ IGMPv2 Fl IGMPv3
€% |
WHE ToMP IBTHRA
(254511
Switch(config)# ip igmp snooping version 2
RENHRER L
(4]
ip igmp snooping unknown-multicast action
(drop| flood| router-port)
(ETIKD
4R E R
[Z%1]

(drop| flood|router-port) RAIHFEH CHIAIE 7k
[#5R]
BB RN BRI BE T5 1

(25411

Switch (config)# ip igmp snooping unknown-multicast action

drop

#5%E IGMP Snooping

(4]
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do show ip igmp snooping

[HEE ]
2 R B
[Z4]
I
[fiid ]
EHEL 16MP Snooping WH
(25451 ]

Switch (config) # do show ip igmp snooping

3.1.2. 385 VLAN T IGMP Snooping FH<HELE

VLAN 3%
(4]
ip igmp snooping vlan <VLAN-LIST>
no ip igmp snooping vlan VLAN-LIST
[(HLE ]
4 Jr e B A
(241
ZH ik
VLAN-LIST VLAN, BUETEFEA 1-4094, FJLLE AN VLAN, HA]
LLAZZ A VLAN
[ 2]

#%#% vLAN JFJH IGMP Snooping HRE

(2541 ]
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Switch (config)# ip igmp snooping vlan 1

IGMP Snooping 25 #8515 4T hR A

(4]
ip igmp snooping vlan VLAN-LIST querier version (2]3)

no ip igmp snooping vlan VLAN-LIST querier

[HLE ]
2 R B AR
(23]
VLAN-LIST VLAN, HUHEEFEA 1-4094, FTLLZ LA VIAN, tHA]
L2 Z /> VLAN
version (2]3) IGMP Snooping B ] 45 1817 /i 4, A IGMPv2 Fll IGMPv3
(4]
W B 85T VLAN [ I6MP Snooping B A I8 P S GEAT A
(244511
Switch (config)# ip igmp snooping vlan 1 querier version 2
B I PRIE BT
(4]
ip igmp snooping vlan VLAN-LIST immediate-leave
no ip igmp snooping vlan VLAN-LIST immediate-leave
(ENSD
4 R e B A X
(23]
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VLAN-LIST VLAN, BUEJGEN 1-4094, AJLLZ A VLAN, HiA]
PLZZ N VLAN
[H5iR ]

BB AR VLAN P S PR B Th B

(2541 ]

Switch (config)# ip igmp snooping vlan 1 immediate-leave

BJE— A RA RN S

(4]
ip igmp snooping vlan VLAN-LIST last-member-query-count
count
[(HLK ]
4 Jr e B A K
(€219
ZH ik
VLAN-LIST VLAN, BUETEFEA 1-4094, FJLLEHAS VIAN, tHA]
L2 Z A VLAN
count BJa — N RA BRI, BUETERDY 1-7 R, B
2
[Hii2]
BEERJE U BRI
(2441 ]

Switch (config)# ip igmp snooping vlan 1

last-member-query-count 3

BJa— A B E R

(741
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ip igmp snooping vlan VLAN-LIST last-member-query-interval

interval
[ ]
4 R B A
[&%1]
VLAN-LIST VLAN, BUEJGEN 1-4094, ATLLZEEAS VLAN, 7]
P& Z AN VLAN
interval e — ARG B (AR, BUE VRN 1-25 M4, R
N1
[HEid]

BEE a0 B I H] R

(244511
Switch (config)# ip igmp snooping vlan 1
last-member-query-interval 20
o]
(4]
ip igmp snooping vlan VLAN-LIST query-interval interval
[#LE]
4R E R
(241
VLAN-LIST VLAN, BUETEFEA 1-4094, FJLLE AN VLAN, tHA]
LA Z A VLAN
interval

A Al RE, BUEVEE N 30-18000 HIEEEL, ERIA 125

(€iiipay |
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T A [

[%4451]
Switch (config)# ip igmp snooping vlan 1 query-interval 111
B ORI BLI [A]
(2]
ip igmp snooping vlan VLAN-LIST response-time time
(¥ ]
4 JR e B AR
[Z%]
S iR
VLAN-LIST VLAN, HUHJEFEN 1-4094, AJLLEZ A VLAN, tHA]
L2 Z /> VLAN
time P B WA NI 8], HUELYE DY 5-20 HOEE L, BRIA
10
[fik ]
T B T ) i K L R[]
[%4451]
Switch (config)# ip igmp snooping vlan 1 response-time 15
Eif
(4]
ip igmp snooping vlan VLAN-LIST robustness-variable
robustness
(¥ ]

4 ey ic B AR X
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(241
VLAN-LIST VLAN, HUHETEFEA 1-4094, ATLLZ A VIAN, tHA]
L2 Z /> VLAN
robustness AWM, BUETEHE DY 1-7 KB EL BROA 2
(4]
BB AW
(244511
Switch (config)# ip igmp snooping vlan 1 robustness-variable
5
B v 0 B 3%
(4]
ip igmp snooping vlan VLAN-LIST router learnpim-dvmrp
no ip igmp snooping vlan VLAN-LIST router learnpim-dvmrp
[HLE ]
4 R e B A X
(€219
VLAN-LIST VLAN, HUHEEFEA 1-4094, ATLLZ AN VIAN, tHA]
L2 2> VLAN
(4]
TEE /KM TEE vian bkt H 35 > i Ee
(244511

Switch (config)# ip igmp snooping vlan 1 router learn

pim-dvmrp
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#E VLAN K IGMP Snooping it &

L4 ]
show ip igmp snooping vlan VLAN-LIST
(EUED
Fii ExEC R
[Z%#]
S8 iR
VLAN-LIST VLAN, HUEYEFE 1-4094, FTLLUZHLAS VLAN, 7]
LAfEZ /> VLAN
[fiid ]
5 TG € VLAN ] IGMP Snooping At B 15
EHATEE, MERNAHF A VLAN ) IGMP Snooping BLEfE S
(25451 ]

Switch (config)# do show ip igmp snooping vlan 1

#FE IGMP Snooping #1225 &

(v 4]
show ip igmp snooping querier
[HLE]
R EXEC Bt
(241
P
[k ]

SR VLAN ff) IGMP Snooping Bif] 8 s B

(2541 ]
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Switch# show ip igmp snooping querier
VIiD | State | Status | Version | Querier IP
—————— o

1 | Disabled | Non-Querier | No | —————————-

Total Entry 1

3.1.3. HHuwARE

ip igmp snooping vlan VLAN-LIST forbidden-router-port
(GigabitEthernet|LAG) <1-10>

(¥ ]
4 R e B AR
[=%(]
S iR
VLAN-LIST VLAN, HUAEJCEIN 1-4094, DL EAS VLAN, HA]
PLZ 4~ VLAN
(GigabitEthernet |LAG) AL T, AFEDURM O, e O EE O
<1-10>
[HiA]
WHEEE VLAN _FEEF R d o 0, Ho AN S5 R U B i A S
[5411

Switch (config)# ip igmp snooping vlan 1
forbidden-router-port GigabitEthernet 3-4
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BB thi

(4]
ip igmp snooping vlan VLAN-LIST static-router-port
(GigabitEthernet|LAG) <1-10>

[HLE ]
2 R E AR
(23]
VLAN-LIST VLAN, HUETEFEA 1-4094, ATLLZE AN VLAN, AT
ELEZ AN VLAN
(GigabitEthernet |LAG) LA T, BEFECDKM A, e FREE
<1-10>
[Hi ]
WETRE VLAN B L, A AR OO 2 b e R B s
(244511
Switch (config)# ip igmp snooping vlan 1 static-router-port
GigabitEthernet 5-6
AERHR O
(4]
do show ip igmp snooping router [ (dynamic | forbidden
|static)]
(ETIKD
4 R e B A X
[Z%1]

(dynamic | forbidden % o 2R, B BhASEE g 1 2% FH 2% el o 1 RN
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| static) 25 H g 11

€5
BRI, TUREEENE. RMRESS. S, WRASE S
HESIETES

(25411

Switch (config)# do show ip igmp snooping router

3.1.4. HABAMUAE

HSHEAE

Lin%]

2

ip igmp snooping vlan VLAN-LIST static-group [<ip-add>]
interfaces (GigabitEthernet|LAG) <1-10>

no ip igmp snooping vlan VLAN-LIST static-group [<ip-add>]
interfaces (GigabitEthernet|LAG) <1-10>

[HF )
4 R T AR
(%]
S8 Ei:i3% )
VLAN-LIST VLAN, BUEJEHE N 1-4094, AJLLZ A VLAN, tHA]
PLig Z /™ VLAN
ip-add IPva HFEHIE, DAkl e AR
(GigabitEthernet|LAG) LA 1, BEFEDKM O, e FREE
<1-10>
[$#id]

FEFRE VLAN i/ MIER e S 4R A bt

(25411
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Switch (config)# ip igmp snooping vlan 1 static-group

224.1.1.1 interfaces GigabitEthernet 3

BEHABFHA M

(<]

do show ip igmp snooping groups [ (dynamic |static)]

[HLE ]
2 R B AR
(23]
(dynamic | static) HIF AR, HoSHFHMN . HSHFHM
ik
(4]
mAE AR, TR E AE S B S A4 L. ARE, MEAE
B AT A2 1R 2H Hh
(244511
Switch (config)# do show ip igmp snooping groups
BEEHBHRER
(4]
show ip igmp snooping forward-all [vlan VLAN-LIST]
(EUIKD
iR ExEC it
[Z%1]

VLAN-LIST VLAN, BUEJGHEN 1-4094, AJLLZ A VLAN, H1A]
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PLZZ N VLAN

[k ]
BHETRE VLAN AR RE S HARE, MEGAERITT VLAN %R
D)

(25411

Switch# show ip igmp snooping forward-all
IGMP Snooping VLAN 01

IGMP Snooping static port : None

IGMP Snooping forbidden port : None

3.1.5. HIBFEWEE

A0/ T Bk 2L 1% SR

[in4]

2

ip igmp profile <I1-128>
no ip igmp profile <I-128>

4Ry e B AR X

(241

e 21 #iR
<1-128> HFEHRS 1D

[k ]
NI/ W e AL SR s

(2541 ]

Switch (config)# ip igmp profile 1
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LR R

Lin%]

2

profile range ip <ip-addr> [ip-addr] action (permit]|deny)

(¥ ]
IGMP S L B AR
(23]
S iR
<ip-addr> \Pv4 L% T tn bk
[ip-addr] IPv4 ZH 3k &5 A i ik
(permit|deny) LR SRS X 4R E R OCHIENE, A SLVFNITE 4
[fik ]
TiC 5 2HL 4% SR s
[%4451]
Switch (config-igmp-profile)# profile range ip 224.1.1.1
224.1.1.8 action permit
BB AR
(2]
show ip igmp profile
(¥ ]
TGMP HMK L E A
(23]
p
[$ik ]

BA AR RN
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(244511
Switch (config-igmp-profile)# show ip igmp profile
G5 /SR LE H8 SR
(4]
ip igmp filter <I1I-128>
no ip igmp filter
(ETIED
B E R
(23]
<1-128> YIRS 1D
(4]
R VGRGE / i IR ik s
(244511
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# ip igmp filter 1
AECHFER R D HBE KB E
(4]
do show ip igmp filter [interfaces IF_PORTS]
[HLE ]
P O E AR
(23]
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interfaces IF_PORTS TERO, BFHUCKMED, JeOMESED

B CAF I LR SRS I B . 35 A E i 1, BRI o= A i 1 A 2L 4%
SR e B

(25411

Switch (config-if)# do show ip igmp filter
Switch (config-if)# do show ip igmp filter interfaces

GigabitEthernet 1

3.1.6. EBHAAFRARE

BRABAL

[in4]

2

ip igmp max-groups <0-256>

[ ]
22 i B A
[=%(]
SH iR
<0-256> BRRHFEHE, BUETEEAN 0-256 HIEEE, Rl 256
WHE N0, BIFIRAHER
[k ]
T i R B R FE 2 4
[ %411

Switch (config-if)# ip igmp max-groups 10
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hisk otk i3

(4]

ip igmp max-groups action (deny|replace)

(R ]

Fz O B K
(23]
(deny | replace) B H B K AR 2 A, SCRFIR A RN B
€ii%Y |

T i KRR ALEUS BB, BRIAE 4
(254511

Switch (config-if)# ip igmp max-groups action replace
BEERRNHABAEY
(4]

do show ip igmp max-group [interfaces IF_PORTS]
(EUAED

Fz O B X
[Z%1]
interfaces IF_PORTS fREsn, AFEUKMEN., SO MEEEO
€% |

BEREZ D MR KA AL. AR E, WS RPTA 0 1 R4k 4
¥
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(2441 ]
Switch (config-if)# do show ip igmp max-group
Switch (config-if)# do show 1p igmp max-group interfaces
GigabitEthernet 1
EEBHERRARE
(741
do show ip igmp max-group action [interfaces IF_PORTS]
[HLE]
PO E AR
(€219
S8 iR
interfaces IF_PORTS TERO, BHFLCKMED, JeOMESED
[fik ]
BA R E B ORI B . A E, WIBRIA R T 2 LR L A
R FELI 3R AT
(24411

Switch (config-if)# do show ip igmp max-group action
Switch (config-if)# do show ip igmp max-group action

interfaces GigabitEthernet 1

3.1.7. 1ERBAE

TRRRAL R A it

Lin%]

2

clear ip igmp snooping groups [ (dynamic |static)]

[(HLK ]

KR ExEC FEE
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[Z%#]
S8 iR
(dynamic |static) HIFAHNERAY, HRHAEF B FASHRE
[f#i4]
fRE BRI AR 28R, A EhAS R A F S H R b . A TRE,
BRI\ B BT A7 2H 47 2H s
(25451 ]
Switch# clear ip igmp snooping groups
Switch# show ip igmp snooping groups
VLAN | Group IP Address | Type | Life(Sec) | Port
————— B e e e
Total Number of Entry = 0
BERAAERIHER
(4]
clear ip igmp snooping statistics
(EUED
KR ExEC #E
[Z%]
p
(4]
T T6MP it HdE(E B
(25451 ]

Switch# clear ip igmp snooping statistics

Switch# show ip igmp snooping
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IGMP Snooping Status

Snooping : Enabled
Report Suppression : Disabled
Operation Version : v2
Forward Method : mac
Unknown IP Multicast Action : Flood

Packet Statistics
Total RX
Valid RX

0
0
Invalid RX : 0
Other RX 0
Leave RX 0
Report RX 0
General Query RX : 0
Specail Group Query RX : 0
Specail Group & Source Query RX : O
Leave TX : 0
Report TX : 0
General Query TX : 0
Specail Group Query TX : 0

Specail Group & Source Query TX : O

3.2.MLD Snooping
3.2.1. MLD Snooping &R E

FF )& /< MLD Snooping

[ 4]
Ipv6é mld snooping

no ipvé mld snooping

[(HLF ]



GRANDSTREAM

CONNECTING THE WODORLD

4 Ry e B AR
(23]
p
[fik ]
H )5 /4R MLD Snooping HIRE
[%4451]
Switch (config)# ipv6 mld snooping
I AR
L4 ]
Ipv6é mld snooping forward-method (dip|mac)
(W]
4 JR e B AR
(23]
S iR
dip HT 1P B R KA
mac BT MAC [F 20 3% 5 R =X
[$ik ]
s E AR R, BOAET MAC
[%4451]
Switch (config)# ipv6 mld snooping forward-method mac
TR /5% PR & 0
L4 ]

Ipv6é mld snooping report-suppression
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no ipvé mld snooping report-suppression

(ETIED
4 R e B A X
[Z%1]
T
(4]
THIE / R PR | T e
(244511
Switch (config)# ipvé mld snooping report-suppression
MLD Rz 4=
(4]
Ipv6 mld snooping version (1]2)
(ETIKD
4 R e B A X
(23]
version (1]2) 42J& MLD J217HA, 4 MLDv1 Fil MLDv2
(4]

(25411

WE MLD BT A

Switch (config)# ipv6é mld snooping version 2
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ARANH R

Lin%]

2

Ipv6é mld snooping unknown-multicast action

(drop| flood| router-port)

4 Jmy e B AR X

(241

¥ iR
(drop| flood|router-port) RAIAIFEMRCIHIAEE %

[k ]
BCE RN IE IR LTS5

(2541 ]

Switch (config) # ipv6 mld snooping unknown-multicast action

drop

#& MLD Snooping

[fir 4]
do show ipv6 mld snooping
[(HLK ]
4R e B AR
[Z%]
x
[ 2]

BH 4R MLD Snooping wWHE

(25411
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Switch (config)# do show ipv6é mld snooping

3.2.2. 385 VLAN T MLD Snooping tA<ECE

VLAN 3%+

[fir 4]
Ipv6é mld snooping vlan VLAN-LIST

no ipvé mld snooping vlan VLAN-LIST

[(HLK ]
4 Ry e B AR
(€219
ZH iR
VLAN-LIST VLAN, BUETEFEA 1-4094, A LU AN VLAN, tHA]
L2 Z /> VLAN
[ ]
&+ VLAN JF)3 MLD Snooping]ﬁﬁﬁ
(2441 ]
Switch (config)# ipv6 mld snooping vlan 1
IGMP Snooping X #] 8$i81T hR 4=
(741
ip igmp snooping vlan VLAN-LIST querier version (2]3)
no ip igmp snooping vlan VLAN-LIST querier
[(HLK ]

4 JRE BAR
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VLAN-LIST VLAN, BUETEFEN 1-4094, FJLARZHAS VIAN, tHH]
PLRZZ A VLAN

version (2]3) IGMP Snooping B ] #51817 /i A, A IGMPv2 Fll IGMPv3

[##iR]

W B 8T VLAN [ I6MP Snooping A IR PGB AT A

(24451 ]
Switch (config)# ip igmp snooping vlan 1 querier version 2
Bt BRI B T
(4]
ip igmp snooping vlan VLAN-LIST immediate-leave
no ip igmp snooping vlan VLAN-LIST immediate-leave
[#LE]
4R E R
(241
VLAN-LIST VLAN, HUETEFEN 1-4094, ATLLZ AN VLAN, AT
LLZZ A VLAN
[k ]
WE T VIAN P R S o fg
(24451 ]

Switch (config)# ip igmp snooping vlan 1 immediate-leave

B RAE M TS

(4]
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Ipv6 mld snooping vlan VLAN-LIST last-member-query-count

count
(ENED |
4 R B AR X
(%]

VLAN-LIST VLAN, BUEJGEN 1-4094, ATLLZEEAS VLAN, 7]
PLi2Z N VLAN

count BJE— AR WIS, BUETEEY 1-7 s, 2R
k2

€% |

BEE R — RO B IR

(25411

Switch (config)# ipv6 mld snooping vlan 1

last-member-query-count 3

wja— AR E AR

(4]
Ipv6 mld snooping vlan VLAN-LIST last-member-query-interval
interval

(@NESD
4 JRE BAR

(241

VLAN-LIST VLAN, BUEJGEN 1-4094, ATLLZE A VLAN, 7]

PLEZ AN VLAN

B Ja— AN B (EIRE, BUE VSR 1-25 1%%, B
N1

interval
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[$ik ]
[Fa=k:7d =i Mo Aakcuti LRg I
(24411
Switch (config)# ipv6 mld snooping vlan 1
last-member-query-interval 20
gzl 1]
(2]
Ipv6é mld snooping vlan VLAN-LIST query-interval interval
(¥ ]
4 JR e B AR
(€219
S ik
VLAN-LIST VLAN, HUEVEFEN 1-4094, AILLEZ A VLAN, tHH]
P22/ VLAN
interval i IRIRE, HUE VG 30-18000 (4L, BRIA 125
[fik ]
B A A bR
[%4451]
Switch (config)# ipv6 mld snooping vlan 1 query-interval 111
75 B KM SLI [R]
L4 ]
Ipv6é mld snooping vlan VLAN-LIST response-time time
[HLE]

4 JRE BAR
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[Z%1]
VLAN-LIST VLAN, HUEYEE 1-4094, ATLLZHAS VLAN, HA]
LA Z /> VLAN
time AR R [A], BB VG 5-20 B EL, B
10
€ii%Y |
A= ReR S FN IR
(244511
Switch(config)# ipvé mld snooping vlan 1 response-time 15
it
(4]
Ipv6 mld snooping vlan VLAN-LIST robustness-variable
robustness
[HLE ]
2 R B AR
(23]
VLAN-LIST VLAN, HUETEFEA 1-4094, ATLLZE AN VLAN, ]
L2 2> VLAN
robustness g, BUETEEDY 1-7 %, BRIA 2
€ii%Y |
WE AR
(244511

Switch (config)# ipv6 mld snooping vlan 1 robustness-variable
5
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B O B 3% >

(2]
Ipv6 mld snooping vlan VLAN-LIST router learnpim-dvmrp
no ipv6 mld snooping vlan VLAN-LIST router learnpim-dvmrp

[HLE]
4 R e B A X
(23]
VLAN-LIST VLAN, HUETEFEIA 1-4094, FJLLZHAS VLAN, AT
EAEZ A VLAN
€ii%Y |
i /R MATEE vIaN K E g H E 3% 2] DhRe
254511
Switch (config)# ipv6 mld snooping vlan 1 router learn
pim-dvmrp
A& VLAN f) MLD Snooping L B
[#r 4]
show ipv6é mld snooping vlan VLAN-LIST
(R ]
R ExEC
(23]
VLAN-LIST VLAN, HUETEFEA 1-4094, AT LLZEHAS VLAN, AT

PLEZ AN VLAN
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[$5ik ]
TETRE VLAN [ MLD Snooping BCEEE
EHAYEE, WEBAEFE A VLAN i) MLD Snooping BCEE R
[%4451]
Switch (config)# do show ipv6 mld snooping vlan 1
A& MLD Snooping T 245 2
(4]
show ipv6é mld snooping querier
(¥ ]
F ExEC
(23]
I
[$5ik ]
IR VLAN [ MLD Snooping BHIZR{E R
(24411

Switch# show ipv6 mld snooping querier
VIiD | State | Status | Version | Querier IP
—————— o

1 | Disabled | Non-Querier | No | ===

Total Entry 1

323, HHWwARE
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ipv6é mld snooping vlan VLAN-LIST forbidden-router-port
(GigabitEthernet|LAG) <1-10>

[HEE ]
2 R B
[Z%#]
¥ P
VLAN-LIST VLAN, HUEYEH N 1-4094, A LLZHAS VIAN, tHA]
PLZZ A VLAN
(GigabitEthernet | LAG) Al E, ALK O, sOAE A
<1-10>
[ A ]
WEE vian FEEF I R L, FOE R 2 B R R RS
(25411
Switch (config)# ipv6 mld snooping vlan 1
forbidden-router-port GigabitEthernet 3-4
FraS B e O
[ 4]
Ipv6é mld snooping vlan VLAN-LIST static-router-port
(GigabitEthernet|LAG) <1-10>
(EUED
2R E#ER
[Z4]
S8 Eiipa
VLAN-LIST VLAN, HUEYEFEA 1-4094, W] LU AN VLAN, ]
LAfeZ /> VLAN
(GigabitEthernet|LAG) LA T, AFEDKM A, e FREE

<1-10>
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[$ik ]
BCETRE VLAN LEfaS it b L, B AR SCR 2 i A 3 i 11
(24411
Switch (config)# ipv6 mld snooping vlan 1 static-router-port
GigabitEthernet 5-6
BE B O
(2]
do show ipv6 mld snooping router [ (dynamic | forbidden
|static) ]
[#LE]
4 Ry e B AR
(€219
S8 iR
(dynamic | forbidden P G 2R, GBS g O 25 A B B O R ER
|static) A% iy
[fik ]
AEBKMmE, TUIREAERNE. ZHEEHS. SRS, NRAEES
PRI % e i 1
(24411

Switch (config)# do show ipv6 mld snooping router

3.2.4. ZHIBAMHE
HAHE A

(4]
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ipv6é mld snooping vlan VLAN-LIST static-group [<ipv6-add>]
interfaces (GigabitEthernet|LAG) <1-10>

no ipvé6 mld snooping vlan VLAN-LIST static-group [<ipv6-add>]

interfaces (GigabitEthernet|LAG) <1-10>

[HLE]
2R E#ER
[Z#]
¥ i3]
VLAN-LIST VLAN, HUHETEFEIA 1-4094, LU HAS VIAN, HA]
LAfEZ /> VLAN
ipv6-add IPv6 ZH # Hihik:
(GigabitEthernet | LAG) Ml E, IR O, sOAE A
<1-10>
[fiid ]
FEFRIE VLAN i/ i x5 A 2 R A ik
(25411
Switch (config)# ipv6 mld snooping vlan 1 static-group
ff13::1 interfaces GigabitEthernet 3
BEHEH ML
[ 4]
do show ipv6 mld snooping groups [ (dynamic |static)]
[HLE]
2R E#ER
[Z4]
S8 Ei:pa
(dynamic | static) IR AR, HhSHFHMNE . FHSHFHM

ik
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[f#iA]
mAE AR, TG E AE S S S FARE, WEGAE
B AR A H R ik
(25451 ]
Switch (config)# do show ipv6 mld snooping groups
BEEHBHERER
(4]
show ipv6é mld snooping forward-all [vlan VLAN-LIST]
[HEE ]
Fii ExEC
[Z%]
¥ iR
VLAN-LIST VLAN, BUETEFEN 1-4094, FJLUE A VIAN, HA]
LA Z A VLAN
[f#iA]
A E VLAN AR KGR . HARE, MBONERITH VLAN B4
RIERE
(25451 ]

Switch# show ipv6 mld snooping forward-all

MLD Snooping VLAN 1
MLD Snooping static port : None

MLD Snooping forbidden port : None
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3.2.5. HIBEWEE

A0/ T Bk 2L 1% SR

(4]
ipv6é mld profile <1-128>
no ipvé mld profile <1-128>

[HLE ]
4 Ry e B A X
(€219
<1-128> AR NS 1D
[#4]
VNN / T e 2L 9 SR s
(24451 ]
Switch (config)# ipvé6 mld profile 1
SRR AR R
(4]
profile range ipv6 <ipvé6-addr> [ipv6-addr] action
(permit|deny)
[#LE]
MLD SR T B B
(241
<ipv6-addr> IPv6 ZH 4% JT- 4

[ipv6-addr] IPv6 2 47 45 R ik
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(permit|deny) H I MG R RS BIE, B SRV RIE 4
[#5A]

fic B ZH 4 SR
[ 24411

Switch (config-igmp-profile)# profile range ipv6 £f13::1

ff13::10 action permit

EE A RS

[in4]

2

show ipvé mld profile

[HEE ]
MLD SN Ft B A
[Z%#]
I
[f#iA]
B HREFNE
(25451 ]
Switch (config-igmp-profile)# show ip igmp profile
SR 58 /RGN FR R g
(4]
ip igmp filter <1-128>
no ip igmp filter
[HEE ]

Fe M B AR
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[Z%1]
<1-128> ik D)
(4]
FLVGRIE / IR LA TR
(254511
Switch (config)# interface GigabitEthernet 1
Switch (config-if)# ipv6 mld filter 1
BE CAEN S D AB R E
[#r 4]
do show ipv6é mld filter [interfaces IF_PORTS]
[HLE]
B e B A
(%]
interfaces IF_PORTS RN, BRHUUKMED. JtHAR &N
[Hii4]
BE A AR RIS T B . & A a e i, BRI o B A7 i 1 ) 2 4%
TN e
(254511

Switch (config-if)# do show ipv6 mld filter
Switch (config-if)# do show ipv6 mld filter interfaces

GigabitEthernet 1
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326, BAAFRARE

BRABAL

(4]

ipv6 mld max-groups <0-256>

[HLE ]
P OfC E AR
(23]
<0-256> RONHFEAE, BUETEEDY 0-256 HIREE, BRI 256
WHEN O, BIFRIRAHRE ]
(4]
AR RLUE PN R R
(244511
Switch (config-if)# ipv6 mld max-groups 10
o R B AE
(4]
ipv6 mld max-groups action (deny|replace)
[HLE ]
B E R
(23]
(deny | replace) B H B K AR A A, SCRFIR A RN
[Hi ]

BCE M R AR A R (MR, BRIAIEZ
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(2411
Switch (config-if)# ipv6 mld max-groups action replace
BERAHBAY
(741
do show ipv6é mld max-group [interfaces IF_PORTS]
(¥ ]
P OAC E AR
(23]
S ik
interfaces IF PORTS fRER N, ARFLUKME D, StOME SO
[ ]
BERCE DGR ARRAE . HARE, MBI RS ITA # DSR RA R A
¥
(2441 ]
Switch (config-if)# do show ipv6 mld max-group
Switch (config-if)# do show ipv6 mld max-group interfaces
GigabitEthernet 1
EEBHERARE
(4]
do show ipv6é mld max-group action [interfaces IF_PORTS]
(¥ ]

M B
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interfaces IF_PORTS e d, EHFERMNED. SO MEsEEA

(k]
A 15T 6 U B R B . AR, BRI R T 4 TR HH i
RAREL A

(25411

Switch (config-if)# do show ipv6 mld max-group action
Switch (config-if)# do show ipv6 mld max-group action

interfaces GigabitEthernet 1

3.2.7. ERREAE

B R SR

(2]

clear ipv6 mld snooping groups [ (dynamic |static)]

(AL ]
A ExEC R
(=431
(dynamic |static) HIFHMNERAY, BASHEHNE . FRS AR
[HEiA]
e EiERR AR b 2R, A S F AR SH AL, BHATEE, W
BRI BR T A 2% 4 Ho kit
[ 2441 ]

Switch# clear ipv6 mld snooping groups

Switch# show ipv6 mld snooping groups

VLAN | Group IP Address | Type | Life(Sec) | Port
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————— T Tt s et

Total Number of Entry = 0

BRIESHER

[ 4]

clear ipvé6 mld snooping statistics

[#E ]
HR EXEC B
[2%]
¥
[HEiR ]
15K MLD G R R R
(@231 |

Switch# clear ipvé mld snooping statistics

Switch# show ipv6 mld snooping

MLD Snooping Status

Snooping : Disabled
Report Suppression : Disabled
Operation Version vl
Forward Method : mac
Unknown IPv6 Multicast Action : Flood

Packet Statistics
Total RX : 0
Valid RX : 0
Invalid RX : 0
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Other RX : 0
Leave RX : 0
Report RX : 0
General Query RX : 0
Specail Group Query RX : 0
Specail Group & Source Query RX : O
Leave TX : 0
Report TX : 0
General Query TX : 0
Specail Group Query TX : 0

Specail Group & Source Query TX : O
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4.1. TFCE poE FFJE/kH

4.1.1. EEEEOMLEE

[ 4]
poe mode {enable | forcepower | disable}
do show poe port GigabitEthernet interface-id
(A1
P B AR
(€219
ZH ik
enable Bt R
forcepower o5 i Ak FELASE 5
disable R P AR

GigabitEthernet ALK M
interface-id

(A ]

(25411

poe mode (enable | forcepower) : Zf & H KL LIF)T PoE,
poe mode disable: Z%in 4 MK EXMF PoE,

do show poe port GigabitEthernet interface-id: if POE %[
= H

=y

BAETEOL T, O poE TREAL TIHRIRE, B s iz,

Switch> enable

Switch# configure

Switch (config) #interface GigabitEthernet 1
Switch (config-if) #poe mode enable

Switch (config-if) #poe mode disable

Switch (config) #do show poe port GigabitEthernet 1-8
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AL PoE & fRE M

FiC & PoE P T

poe reserved power (0-119)
do show poe

4R e BAR

iR
T B T 2R () B AR ¥

poe reserved power (0-119): i & PoE il fd Ui %
do show poe: &FH PoE 55

Switch> enable
Switch# configure
Switch (config) #poe reserved power 100

Switch (config) # do show poe

BCE PoE E )5

poe sofe_ reboot

do show poe

4 Jmy e B AR X

poe sofe reboot: H AT PoE #I[1
do show poe: #if PoE 55
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(25411
Switch> enable
Switch# configure
Switch (config) #poe sofe reboot

Switch (config) # do show poe

43. BB PoE OB

4.31. BB PoE EEOM%EL

(2]
poe priority (critical |high| low)
do show poe port GigabitEthernet interface-id
[HLE ]
B e B A
[Z%]
¥ iR
critical e
high Rtk se %
low AR

GigabitEthernet AL LA N
interface-id

| €jiip) |
poe priority (critical |high| low) : MCE PoE #Z L5 4k
do show poe port GigabitEthernet interface-id: fifa PoE # [
(254511

Switch> enable

Switch# configure

Switch (config) #interface GigabitEthernet 1
Switch (config-if) #poe priority critical

Switch (config) #do show poe port GigabitEthernet 1-8

4.3.2. BCE PoE # M ftHirE

Lin%]

2
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poe af at (af | at)
do show poe port GigabitEthernet interface-id

(@SN
Fe M B AR
[(Z#1]
= HEHARIE Y PoE
i HEAARIEN PoE+

GigabitEthernet AL LA X
interface-id

[Hi4 ]
poe af_at (af | at) : FLE PoE #HkEH
do show poe port GigabitEthernet interface-id: #ifs PoE # M
%‘1%\

(244511

Switch> enable

Switch# configure

Switch (config) #interface GigabitEthernet 1
Switch(config-if)#poe af at af

Switch (config) #do show poe port GigabitEthernet 1-8

43.3. BE.E PoE EOFAHLHEIIZE

(4]
poe limit (1-30)
do show poe port GigabitEthernet interface-id
(ETIED
Fer e B A
(€219
(1-30) PoE % I 5 K it L Th 2 BB 7

GigabitEthernet DL A Y i 11

interface-id

[Hid ]
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poe limit (1-30) : BiHE PoE #:I1&H KfftH T#

do show poe port GigabitEthernet interface-id: Pifs PoE #:[
58

Switch> enable

Switch# configure

Switch (config) #interface GigabitEthernet 1

Switch (config-if) #poe limitmode user

Switch (config-if) #poe 1limit 20

Switch (config) #do show poe port GigabitEthernet 1-8

4.3.4. TE PoE #EOFRERR

L% ]

2

(%]
¥
class

user

poe limitmode (class | user)
do show poe port GigabitEthernet interface-id

P M B AR

iR
EE - RoES I
R ST R AE

GigabitEthernet DA ) g 1

interface-id

(A ]

(25411

poe limitmode (class | user) : ACHE PoE £ IRERE

do show poe port GigabitEthernet interface-id: Pifs PoE £
(=

Switch> enable

Switch# configure

Switch (config) #interface GigabitEthernet 1

Switch (config-if) #poe limitmode user

Switch (config-if) #poe 1limit 20

Switch (config)#do show poe port GigabitEthernet 1-8
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44. BF PoEHEER

[fir 4]
show poe
show poe chip chip-id
show poe port GigabitEthernet interface-id
[HLFE ]
KA EXEC 5
(€219
ZH iR
chip-id & ID

GigabitEthernet DL A Y g 1

interface-id

[##iA]
Show poe: #H POE 25 /E
show poe chip chip-id: B POE BHER, GWN7801PH 1 N A,
GWN7802P H 1 MMth ', GWNT803P fF 3 Mt A
show poe port GigabitEthernet interface-id: #if POE ¥ I{E 1R
(254511

Switch> enable

Switch# Show poe

Switch# show poe chip 1

Switch# show poe port GigabitEthernet 1-8
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5. QoS

51. HBEE£/F Qos JF/E/kxH

(2]
gos
no gos
show gos
(R ]
2R E#ER
[Z#]
I
[$5i4 ]
gos: Zfn MRS EIFE QoS.
no gos: %M HKAESF FILH QoS.
AT, AR QoS AT MRS .
RAEEA)R EMARET QoS, il F5 QoS FHIRFIERC B A4 5o E 2.
(2441

Switch> enable
Switch# configure
Switch (config) #gos
Switch (config) #no gos
Switch# show gos

52. EE£R Qos FIEERA

(4]
gos trust (cos| cos-dscp| dscp| precedence)
show gos

[HLE ]
2R E#ER

(€519
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¥ iR
cos fE1F CoS LI
cos-dscp [E i 3 #F CoS 1 DSCP fh5t4k, HALs(EFE DSCP 5%k
dscp {54F DSCP 1t 52
precedence {E4F IP f1E 5 2
[#A]

gos trust: %4 HKALE 4)5 QoS fFIEH.
BRATEOT, 2REERAN CoS k.

[%441]
Switch> enable
Switch# configure
Switch (config) #gos
Switch (config) #gos trust dscp
Switch# show gos

53. BECE4NO QoS B

5.4. BECEMRO Qos FF)E/%H

(4]
gqos trust
no gqos trust
show gos interfaces IFNAME
[HLE]
B E R
(€219
x
[Hiik]
gos trust: HTHECE I Qos k.
BTN, BT K Qos ATTRAS.
(254511

Switch> enable

Switch# configure
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Switch (config) # interface GigabitEthernet 1
Switch (config-if)# gos trust
Switch# show gos interface GigabitEthernet 1

5.5. MECEuOMEeR

(7 4]
gos cos <0-7>
show gos interfaces IFNAME
[HLE]
P B AR
(€219
S ik
<0-7> RVFIRE [ CoS HEH 2 0-7
[k ]
qos cos: -1 & i R LS 22
BAERHOLT, amEt%eg08 0.
(411

Switch> enable

Switch# configure

Switch (config) # interface GigabitEthernet 1
Switch (config-if)# gos cos 3

Switch# show gos interface GigabitEthernet 1

5.6. MACEimHOERC

(4]
gos remark (cos| dscp| precedence)
no gos remark (cos| dscp| precedence)
show interfaces IFNAME

[HLFE ]

O B

(€519



¥
cos
dscp

precedence

(25451 ]
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iR

HARIC CoS AL
FFrid DSCP 22k
HARC IP LEH

gos remark (cos| dscp| precedence) : %4 FREC & i I ) E AR

ek .
no gos remark (cos| dscp| precedence) : %% H R B )
FrichcE -

BAATHOLN, A i A5 AR IC D BE -
THRERRCE, 7 2R D R A N AR IC B &
. dscp M IP RSP EFRC I REATT A IF/H

Switch> enable

Switch# configure

Switch (config) #gos

Switch (config) #gos trust dscp
Switch# show gos

5.7. BECE CoS-->BAFI| BiHtE

(4]
gos map cos-queue <0-7> <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>
<0-7> to <0-7>
show gos map cos-queue

[ ]

4 R lic B A

(=41

S8 iR

[<0-7> <0-7> EHFE—EZEZA Cos A

<0-7> <0-7> <0-7>

<0-7> <0-7>

<0-7>]

<0-7> 25 HAw CoS fHIEFE—1BAFI, BAFIZEEIN 0~7

(A ]
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qos map cos-queue <0-7> <0-7> <0-7> <0-7> <0-7> <0-7> <0-7> <0-7> to
<0-7>: TCESF CoS fHIIBAFIME
show gos map cos-queue: AANE

(411
Switch> enable
Switch# configure
Switch (config) #gos
Switch (config) #gos map cos-queue 0 to 1
Switch (config) #gos map cos-queue 2 3 4 to 7

Switch# show gos map cos-queue

5.8. WCE DSCP-->BAF BLgtE

(4]
gos map dscp-queue <0-63> <0-63> <0-63> <0-63> <0-63> <0-63>
<0-63> <0-63> to <0-7>
show gos map dscp-queue
[HLE]
4R e B AR
(4]
ZH ik
[ <0-63> EFE—NEEZA dsep (H, BWHREZ R IER 8 4> dscp 1A
<0-63> ......<0-63>]
<0-7> 25 H b dscp fEIEFE— A BAFI, BAFIZ 5N 0~7
[Hiik]
gos map dscp-queue <0-63> <0-63> <0-63> <0-63> <0-63> <0-63>
<0-63> <0-63> to <0-7>: BLEEA pscp EAEAFIE
show gos map dscp-queue: AN E
(24

Switch> enable

Switch# configure

Switch (config) #gos

Switch (config) #gos map dscp-queue 50 to 7

Switch (config) #gos map dscp-queue 0 1 2 3 4 5 6 7 to 2

Switch# show gos map dscp-gqueue



GRANDSTREAM

CONNECTING THE WODORLD

59. BB IPRELK->BANF] BLEFER

(4]
gos map precedence-queue <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>
<0-7> <0-7> to <0-7>
show gos map precedence-queue
[HLFE ]
4R e B AR
(€219
ZH iR
[<0-7> <0-7> HFE— P Z A ip precedence i

<0-7> <0-7> <0-7>
<0-7> <0-7>

<0-7>]

<0-7> 25 H A% ip precedence {EIERE—ANBAF, BAFIZE SN 0~7

[$5i4 ]
gos map precedence-queue <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>
<0-7> <0-7> to <0-7>: MEHFA ip precedence (ECAIUTIEEED
show gos map precedence-queue: BENLE

L2451 ]

Switch> enable

Switch# configure

Switch (config) #gos

Switch (config) #gos map precedence-queue 5 to 7

Switch (config) #gos map precedence-queue 0 1 2 3 4 5 6 7 to
2

Switch#show gos map precedence-queue

5.10. BECE BAFI-->CoS Eirid BLHTER

(741
gos map queue-cos <0-7> <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>
<0-7> to <0-7>

show gos map queue-cos
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4 JR e BAR
(4]
ZH ik
[<0-7> <0-7> HFF—EEABIE, AFIZR TN 07

<0-7> <0-7> <0-7>
<0-7> <0-7>

<0-7>]

<0-7> 25 HARBASIE 1L #E—> cos fH

[ ik ]
gos map queue-cos <0-7> <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>
<0-7>to <0-7>: MBI EARIL cos H
show gos map queue-cos: BEERE

(2541 ]

Switch> enable

Switch# configure

Switch (config) #gos

Switch (config)# gos map queue-cos 1 to 4

Switch (config)# qos map queue-cos 2 3 4 5 6 7 to 5

Switch#show qgos map queue-cos

5.11. FEE PBAFI-->DSCP EiFic BLEF:E

[ 4]
gos map queue-dscp <0-7> <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>
<0-7> to <0-63>
show gos map queue-dscp
[HL ]
4 JR e B AR
[Z#]
S iR
[<0-7> <0-7> HFE—ANEEARNIIE, BAFIR Sy 0~7

<0-7> <0-7> <0-7>
<0-7> <0-7>
<0-7>]

<0-63> 25 HARBAEIERE— dscp 1
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[ 2]
gos map queue-dscp <0-7> <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>
<0-7> to <0-63>: MEREANBAFIFERIC dscp H
show gos map queue-dscp: BAENEH
(2441
Switch> enable
Switch# configure
Switch (config) #gos
Switch (config) # gos map queue-dscp 1 to 40
Switch (config)# gos map queue-dscp 2 3 4 5 6 7 to 55
Switch# show gos map queue-dscp
5.12. EE BAF|-->IP RAEXEIFT BETR
(7]
gos map queue-precedence <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>
<0-7> <0-7> to <0-7>
show gos map queue-precedence
[HLE]
4 JR e B A K
(€219
ZH ik
[<0-7> <0-7> HFF—ANEEABIE, AFIZR TN 0~7

<0-7> <0-7> <0-7>
<0-7> <0-7>

<0-7>]

<0-7>

(A ]

(25451 ]

25 HRBAFIEIESE— ) ip precedence H

gos map queue-precedence <0-7> <0-7> <0-7> <0-7> <0-7> <0-7>

<0-7> <0-7> to <0-7>: FLERNBFIFHEFRIL ip precedence {H
show gos map queue-precedence: A AMNLHE

Switch> enable
Switch# configure

Switch (config) #gos
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Switch (config)# gos map queue-precedence 1 to 4
Switch (config)# gos map queue-precedence 2 3 4 5 6 7 to 5

Switch# show gos map queue-precedence

5.13. MEAEHEE

(7 4]

(€519
S

gos queue strict-priority-num <0-8>
gos queue weight <1-127> <1-127> <1-127> <1-127> <1-127>
<1-127> <1-127> <1-127>

4 Jey e B AR X

iR

strict-priority-num HBCEN M SPIHEFIEIIAGI, 0 RRBABIIRHA] SP 5%, 8

<0-8> T TR BB R A SP B2
weight [weightl ~ BC B B PG IALE ;s weight & —A> 8 4%, Rl{weightl ~
weight8] weight8}, BN weightN FIEUE N 1-127 22 18] (%L
BN BERE T AE RN BB i R R A i b . A 53 B
FFAME - BAF 5 N I EL 5 A weightN / SumOf{ weight1 -- weight8}
[#54]
SP: Strict Priority(7} 55 4%), SP 1 FE ™ ks 45 8 08 56 M m R R 0T A 5
RIE SBT3 20, A e A, AR BRI e
BAFI R 2. BABI 7 AR Se i, BASI O e fik.
WRR: & THSCHINBCOREE, v AR E & BB EE 2 DA, % T —
BN
SRAE SO, A BABI S BV B SP.
(254511

Switch> enable

Switch# configure

Switch (config) # gos

Switch (config)# gos queue strict-priority-num 8
Switch (config)# gos queue strict-priority-num 0

Switch (confiqg) # gos queue weight 1 2 3 4 5 6 7 8
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5.14. EEBEREREE (B OBFIFRE)

(2]
rate-limit egress queue <0-7> <16-1000000>
no rate-limit egress queue <0-7>
[#LE]
P OAC E AR
[Z%]
S8 ik
<0-7> it 1 BAF 28 5]
<16-1000000> BABIFRIT- 2503 4 R, FC VR A% A\ Y 9 16-1000000, H47 04
Kbps, #5416 MIfE%. CERIAAE 16 KIMEEL RS HENE
Heoh S B BT 16 (5% D
[H5i4 ]
rate-limit egress queue <0-7> <16-1000000>: {Efg&im F, K
B TS 3 R R
no rate-limit egress queue <0-7>: HTi&EBRTEE H HBAZIHIBR#EEC
#o
BRAATFOLT, I BAS G AAE R
(2541 ]

Switch> enable

Switch# configure

Switch (config) # gos

Switch (config) # interface GigabitEthernet 1
Switch (config-if)# rate-limit egress queue 3 6400

Switch (config-if)# no rate-limit egress queue 3

5.15. P& imORRE

(7]
rate-limit (egress| ingress) <16-1000000>
no rate-limit (egress| ingress)

[#LE]

P M B AR
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[Z#]
S ik
egress Ho
ingress A
<16-1000000> SRR, o VRS A EEDY 16-1000000, HA24 Kbps,
N 16 HIfESL
[ ik ]
rate-limit egress <16-1000000>: 7EfE s N, MACE H I HHERER
il
rate-limit ingress <16-1000000>: fEfRE i1 T, ECEA AR
i o
no rate-limit (egress| ingress) : HTIHEERE D/ ORI FRE E .
BB RO, O AR EAER H
(411
Switch> enable
Switch# configure
Switch (config) # gos
Switch (config) # interface GigabitEthernet 1
Switch (config-if)# rate-limit egress 6400
Switch (config-if)# rate-limit ingress 10000
Switch (config-if)# no rate-limit egress
5.16. &FH QoSHRKER
(4]
show gos
show gos map
show gos map (cos-queue| dscp-queue| precedence-queue |
queue-cos| queue-dscp| queue-precedence)
show qos interfaces (GigabitEthernet| LAG) <id>
show gos queueing
show running-config
show running-config {interfaces GigabitEthernet| LAG <id>}
[HLE]

(241

KA EXEC 5



(A ]

(25411
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Show gos: #F QoS IReMI & miIRA, AL REEBA.

show qos map: A FTAMLGE

show gos map (cos-queue| dscp-queue| precedence-queue |
queue-cos| queue-dscp| queue-precedence): BFE{HEME %K.
show gos interfaces (GigabitEthernet| LAG) <1-28>: BHEEE
B ) Qos J&ME, ifim DIUESE. FERE. HEARicEL.

show gos queueing: P F& IELEfHH AR L.

show running-config: H[&E S Qos MHXHFTAIFERNALE .

show running-config {interfaces GigabitEthernet| LAG

<1-28>}: AEFIREH LKA AL E.

Switch> enable

Switch# show gos

Switch# show gos map dscp-gqueue
Switch# show gos interfaces LAG 1

Switch# show running-config interfaces GigabitEthernet 1
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6. Z&N5s

6.1. MBS
6.1.1. &BE
(4]

show storm-control

[HLE]
FER EXEC #k
[Z%]
I
[##iA]
A & i R E TR
(25411
switch# show storm-control
6.1.2. Z£REEE
(4]
storm control preamble and IFG {Excluded | Included}
storm control unit {bps | pps}
[HLE]
FERL EXEC
[Z#]
S8 i
[include\exclude] it & ii|a] 5
[bps\pps] giit s
[f#i4]

IFG {Excluded | Included}: [ & i|a]k5
unit {bps | pps}: FiitHAfr
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(25411
Switch# storm control preamble and IFG Excluded
Switch# storm control unit bps
6.1.3. ¥HEE
(4]
no storm-control
storm-control
storm-control {broadcast | unkbown-multicast |
unknown-unicast} level x[1-1024]
[ EASD
P2 B AR
[Z4(]
ZH HiR
[no] (R M) JF e i 1 XU 428 1) D e
storm-control
action {drop | E AZFHREE | KM}
shutdown}

broadcast level I AL, BUEYEE 1-1024 (BUE S5 E A FHR)
[1-1024]

unknown-multicast RINHIFG
unknown-unicast RENHAREL

| €jiip) |
no storm-control: <[ um X &% H ThEE
storm-control: J /& X I HIThiE
storm-control {broadcast | unkbown-multicast |
unknown-unicast} level x[1-1024]: FCE] %/ RFHERE /KRBT
PR 425 1| AL

(254511

Switch (config-if)# no storm-control
Switch (config-if)# storm-control

Switch (config-if)# storm-control broadcast level 1024



6.2.1.

(241
S
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show port-security
show port-security address
show port-security interfaces GigabitEthernet interface id

KAl EXEC 5

iR

GigabitEthernet i 1 5

interface id

(254511

6.2.2.

[ 4]

[HLFE ]

show port-security: BEIHZENE
show port-security address: Uil %4 MAC Hitik

show port-security interfaces GigabitEthernet interface id:

A 2 AR

Switch# show port-security
Switch# show port-security address
Switch# show port-security interfaces GigabitEthernet

interface 2

£REE

port-security
no port-security

port-security rate-limit x[1-600]

4 Jmy e B AR X
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[Z%(]
¥ i)
x[1-600] i 11 22 4 248 R i) A 91
[##iA]
port-security: JI/H4 /246
no port-security: K4 /R I1ZeTkHE
port-security rate-limit x[1-600]: M %24 LRl
[2£451]

Switch (config)# port-security
Switch (config)# no port-security

Switch (config)# port-security rate-limit 600

6.2.3. ¥gHAEE

(4]
port-security
no port-security
port-security address-limit x[1-256]
port-security mac-address sticky
no port-security mac-address sticky
port-security mac-address [mac] [vlan x]
port-security violation [protect\restric\shutdown]
[HLA ]
B e B X
[Z#]
S8 R
x[1-256] Bt B i 11 e K MAC %
[mac] [vlan x] i 1 2245 MAC Ml R 19583 MAC #idik 5 VLAN

[protect\restric\shutdown] {3 N1E
protect: EHIEIEM, {REFFFER
restric: EFIEAM, hHiREZ@EM
shutdown: [ [

(A ]



GRANDSTREAM

CONNECTING THE WODORLD

port-security: JJiim %4

no port-security: MU0 %7 4

port-security address-limit x[1-256]: FCE & K MAC %
port-security mac-address sticky: JT/8 Sticky MAC HulibDjfg
no port-security mac-address sticky: XM Sticky MAC HuhtTjRE
port-security mac-address [mac] [vlan x]: B0 8% 4 MAC M
5 vian

port-security violation [protect\restric\shutdown]: MAC & i

BE7ee NS AR (B

(2541 ]
Switch (config-if)# port-security
Switch (config-if)# port-security address-limit 256
Switch (config-if)# [no] port-security mac-address sticky
Switch (config-if)# port-security mac-address
aa:bb:cc:ff:ee:dd vlan 1
Switch (config-if)# port-security violation protect
2y
6.3. WHFEE
(4]
protected
[HLA ]
F2 M B AR K
[Z%#]
¥ iR
protected FF )i v 11 B =5 Dy R
[H#i4]
TF e i 11 B 5 Dy g
(2541 ]

Switch# configure
Switch (config) # interface GigabitEthernet 1
Switch (config-if)# protected

Switch (config-if)# exit
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Switch (config) # exit
Switch#

6.4. ACL

6.4.1. MACACL

B1% /MR MAC ACL

[4]
mac acl name

no mac acl name

[ ]
A SR e B AR X
[Z4(]
¥ Hiik
name MAC ACL 14K, 1-64 F4F, T FRAKRTZTT._@
[#5A]
B % / Mk MAC ACL
[2£451]
B aACL, &N testl
Switch (config) # mac acl testl
B /MER permit FLN
[dr4]
sequence <1-2147483647> permit {source mac} {dest mac} {vlan
xx} {cos value} {ethtype <0x0600-0xFFFF>}
no sequence <1-2147483647>
[ ]

ACL it & 15 =

(€519



S iR
<1-2147483647> N

{source mac} Y5 MAC ik A
{dest mac} H 11 MAC bt FifE s
{vlan xx} 3L VLAN ID

{cos value} CoS Lok

ethtype
<0x0600-0xXFFFF>

Ethernet 1Y
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[#54]
B/ MR permit KA
[241]
B o iF Hi MAC N 22:33:44:55:66:77 Hilf VLAN 3 #3%K) LLDP i@
SeRiupIWIL
Switch (config-mac-acl) # permit any
22:33:44:55:66:77/FF:FF:FF:FF:FF:FF vlan 3 ethtype 0x88CC
BIEE/MIBR deny FN
[dr4]
sequence <1-2147483647> deny {source mac} {dest mac} {vlan
xx} {cos value} {ethtype <0x0600-0xFFFF>}
no sequence <1-2147483647>
[HLA]
ACL Fic B #ix{
[Z#(]
¥ i)
<1-2147483647> F 1D
{source mac} Y5 MAC Mok g
{dest mac} H i) MAC ik FIHE A
{vlan xx} LI VLAN ID
{cos value} CoS ¥ 2k

ethtype
<0x0600-0xXFFFF>

[Hiik]

Ethernet 13X
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g / Bk deny L

(2541 ]
IR Z YR MAC N 1C:69: 7A:B4:E5:AA Hff VLAN 20 #5%%. Cos {HA 2
(1) MPLS ‘Bl R L
Switch (config-mac-acl) # deny
1C:69:7A:B4:E5:AA/FF:FF:FF:FF:FF:FF any vlan 20 cos 2 7
ethtype 0x8847

BIEE/MIBR shutdown HLI]

(4]
sequence <1-2147483647> deny {source mac} {dest mac} {vlan
xx} {cos value} {ethtype <0x0600-0xFFFF>} [shutdown]
no sequence <1-2147483647>
[HLE]
ACL e BB
(€219
ZH ik
<1-2147483647> U 1D
{source mac} J5 MAC Hbhit FifE i
{dest mac} H ) MAC kit Al hg
{vlan xx} R LI VLAN 1D
{cos value} CoS ft 42k
ethtype Ethernet B
<0x0600-0xXFFFF>
[shutdown] EFSWININTN Pk u]
[k ]
A%/ MIBR shutdown HLN
(411

B 4B B Y5 MAC N 1C:69:7A:B4:E5:AA HAF VLAN 10 F7%5. CoS A 2
# ARP GLHS, ¥ 4T shutdown sh7E R
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Switch (config-mac-acl) # deny
1C:69:7A:B4:E5:AA/FF:FF:FF:FF:FF:FF any vlan 10 cos 2 7
ethtype 0x806 shutdown

MAC ACL 2558

[4]
mac acl name

no mac acl

[HEE ]
P I0C B A
[Z%#]
name MAC ACL & FR, 1-64 F1F, XHFHT . FEARFRTIT._@
| €iip%) |
485E / fiRYF MAC ACL
[ 24451 ]
YREZ N “test” Himac acl #imH E
Switch (config-if)# mac acl test
fR#4f mac acl
Switch (config-if)# no mac acl
BEEHN
(4]
show mac acl [name]
[HEE ]
A JR e B AR
[Z%#]

name MAC ACL 1% FR, 1-64 FFF, CFET . FRARKTR._@
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[HiEk ]
TE MAC ACL [ITE4HFL N

[ %5451
BE mac acl &N testl BITELEHL N

Switch# show mac acl testl

6.4.2. IPV4ACL

B /MR 1Pv4 ACL

[r4]
ip acl name
no ip acl name
[HLE]
2 JR e B AR
[Z%#]
¥ 730
name IPv4 ACL I FR, 1-64 F4F, HFFET . FRARRTR._@
[fiid]
Qi /Mpk 1Pv4 ACL
[2£451]
B ACL, f#N testl
Switch (config)# ip acl testl
B /MR permit FLN
[r4]

sequence <1-2147483647> permit {protocol} {source ip} {dest

ip} {dscp/precedence} {value}

sequence <1-2147483647> permit tcp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}
match-all {TCP_FLAG} { dscp/precedence} {value}
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sequence <1-2147483647> permit udp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}

{dscp/precedence} {value}

sequence <1-2147483647> permit icmp {source ip} {dest ip}
{icmp type} {icmp code} {dscp/precedence} {value}

no sequence <1-2147483647>

[HLE]
ACL BB
[Z%(]
¥ HiiR
<1-2147483647> S WUND)
{protocol} IP Pl5, BUETERDY 0-255 %L
{source ip} Y& 1P Huhik R RS
{source PP Hbdik vy 11 /35 1 Y

port/source port

range}

{dest ip}

H ) 1P Hohik A

{dest port/dest H 1 1p Huhik i 11 /3 1156 Fl
port range}

{TCP_FLAG} TCP &AL
{icmp type} {icmp |CMP JH§ EZEAIFIVH 1L

code}

{dscp/precedence} [Lfic ToS 2%

{value}

[k ]

(254511

B/ MR permit KA

IR RVFYE TP Hikh 192.168.1.245, JEIRITA 200 HEI A
5001-5006+ A TCP #p&EAL ack Fl urg. DSCP 2 d N 63 K TCcp Hiif
Switch (config-ip-acl)# permit tcp
192.168.1.245/255.255.255.255 ftp-data any 5001-5006
match-all +ack+turg dscp 63



GRANDSTREAM

CONNECTING THE WODORLD

A VIR o 68 HIY 1P A 192.168.1.17. HIMIHIA 37, 1P %k
2N 7 (1 uDp HE s

Switch (config-ip-acl)# permit udp any bootpc
192.168.1.17/255.255.255.255 time precedence 7

IR R VP B AT IS B SA5 21 (% ToMp Hd i
Switch (config-ip-acl)# permit icmp any any

destination-unreachable 21 dscp 60

A /MER deny FN

Lin%]

2

sequence <1-2147483647> deny {protocol} {source ip} {dest

ip} {dscp/precedence} {value}

sequence <1-2147483647> deny tcp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}
match-all {TCP_FLAG} ({ dscp/precedence} {value}

sequence <1-2147483647> deny udp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}

{dscp/precedence} {value}

sequence <1-2147483647>deny icmp {source ip} {dest ip} {icmp
type} {icmp code} {dscp/precedence} {value}

no sequence <1-2147483647>

[HLE]
ACL Fi B #ix{

[Z4#(]
ZH iR
<1-2147483647> F 1D

{protocol} IP PS5, BUETEHRDY 0-255 %L
{source ip} VR 1P Hubik FHERD

{source P8 1P kv 11 /58 Y
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port/source port
range}
{dest ip} H ¥ 1P Hhik Fl A

{dest port/dest H i 1P kv 11 /35 11 Y5
port range}

{TCP_FLAG} TCP Fp &AL

{icmp type} {icmp ICMP W2 BA NI B
code}

{dscp/precedence} [LJi ToS 27
{value}

[ A ]

B/ R deny BN

[41]
U IEAAYR TP Hlkh 192.168.1.245. VIR 20 H 5 N
5001-5006+ T AFRES ack Al urg. DSCP YN 63 H) TCp HiEfiEid
Switch (config-ip-acl)# deny tcp
192.168.1.245/255.255.255.255 ftp-data any 5001-5006
match-all +ack+turg dscp 63

QR Dy 68 HE 1P MilikJy 192.168.1.17. HsRIH N 37, 1P
e 7 ) upp s i

Switch (config-ip-acl)# deny udp any bootpc
192.168.1.17/255.255.255.255 time precedence 7

SR LA A H I ATTIE HIE Sy 21 19 Tevp Hds tidd
Switch (config-ip-acl)# deny icmp any any

destination-unreachable 21 dscp 60

B2 /MR shutdown

Lin%]

2

sequence <1-2147483647> deny {protocol} {source ip} {dest
ip} {dscp/precedence} {value} [shutdown]

sequence <1-2147483647> deny tcp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}
match-all {TCP_FLAG} {dscp/precedence} {value} [shutdown]
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sequence <1-2147483647> deny udp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}

{dscp/precedence} {value} [shutdown]

sequence <1-2147483647> deny icmp {source ip} {dest ip} {icmp
type}l {icmp code} {dscp/precedence} {value} [shutdown]

no sequence <1-2147483647>

(R ]
ACL Fig B s

[Z#]
S8 Eiipa

<1-2147483647> U 1D

{protocol} IP Pl S, HUE TGRS 0-255 [13EEL
{source ip} V5 1P Hubik R RS
{source port/source port i IP Hidikufi /35 150 [
range}

{dest ip} H I 1P Huhik Fnishg

{dest port/dest port H 1P Huhik s 1/ 11 3 ]
range}

{TCP_FLAG} TCP HR &AL

{icmp type} {icmp code} ICMP JH 5 ZEAIFIHE EHY
{dscp/precedence} {value} L ToS f2K7Y
[shutdown] 4RI VT C B 5 P42 1

[ A ]
g / MiBk shutdown BN

[ 254511
BB RYE 1p Hidk o 192.168.1.245. IR N 20, HEH R
5001-5006~ HAFREN ack Ml urg. DSCP LK AN 63 ) Tcp B, Ui
OHAT shutdown BH1E
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Switch (config-ip-acl) # deny tcp
192.168.1.245/255.255.255.255 ftp-data any 5001-5006
match-all +ack+urg dscp 63 shutdown

Ol B R ENG 1 y 68 HA TP Hili>y 192.168.1.17. HEuG I 37,
TP flLSe iy 7 1 upp A, ¥ AT shutdown BhfE
Switch (config-ip-acl)# deny udp any bootpc
192.168.1.17/255.255.255.255 time precedence 7 shutdown

B BB A B RA TS HIE B8 21 1) tevp 8R4, in H T
shutdown FNE
Switch (config-ip-acl)# deny icmp any any

destination-unreachable 21 dscp 60 shutdown

IPv4 ACL 48 5E

[in4]

2

(EYWESD

(241
ZH

name

[Hid]

(25411

ip acl name

no ip acl

P M B AR

iR
MAC ACL I HR, 1-64 F4F, T FRAR®RTA._@

YR5E /FRYE TPv4 ACL

ELN “test” ) ipvd acl FumH k-
Switch (config-if)# ip acl test
4t ipvd acl

Switch (config-if)# no ip acl
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eg=p Al

(4]

show ip acl [name]

(@SN
AR e B

name MAC ACL FIZFR, 1-64 FFF, CFET . FRARKTT._@

[HEiR]
TFE IPv4 ACL HIVELNEE N

(25411

B/E ipvd acl %N testl MITE4HFLN
Switch# show ip acl testl

6.4.3. IPv6 ACL

B35 /MBS IPv6 ACL

(4]
ipvé acl name
no ipvé acl name
[HL1E]
4 R e B A X
(24
name IPv6 ACL FIFR, 1-64 717, SCRREUT . FRIARIRTAT._@
[F#i2]
%/ MIBk T1Pve ACL
(2411

Bl% ACL, &N testl
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Switch (config) # ipv6é acl testl

B2 /MR permit FLN

[ 4]

2

sequence <1-2147483647> permit {protocol} {source ip} {dest

ip} {dscp/precedence} {value}

sequence <1-2147483647> permit tcp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}
match-all {TCP_FLAG} {dscp/precedence} {value}

sequence <1-2147483647> permit udp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}

{dscp/precedence} {value}

sequence <1-2147483647> permit icmp {source ip} {dest ip}
{icmp type} {icmp code} {dscp/precedence} {value}

no sequence <1-2147483647>

[HLE]
ACL Fic B #ix{

[Z4(]
ZH iR

<1-2147483647> KL 1D

{protocol} IP PlS, BUETERDY 0-255 %L
{source ip} Y5 IPve Hihik ANFER

{source U5 1Pve kit B 11 /3 1915 F

port/source port

range}

{dest ip}

H i 1Pve HblikANHEAY

{dest port/dest H 1 1Pv6 Hbik s 11 /35 117 [
port range}

{TCP_FLAG} TCP AL
{icmp type} {icmp ICMP JH B ZRAFNVHE S S

code}
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{dscp/precedence} [LHL ToS 7Y

{value}

[##iA]
U/ MBR permit AN

(2451
I FRVFIR TPve HihEA 2409:8754:3020:11:585e:67e:c77b:aef ¥
ui 18 80+ HEHE 1A 1000-1200 7 TCP Ap&AfL £fin Fl psh. DSCP
Jef N 1 ) Tep B iERk
Switch (config-ipvé6-acl)# permit tcp
2409:8754:3020:11:585e:67e:c77b:aef/128 www any 1000-1200
match-all +fin+psh dscp 1
Bl IR Do 7. HAEY Ipve Huhkh
2409:8754:3020:11:4dc:b5b6:2£2d:1415. HMEGII N 514, 1P 0%
24N 3 ) UDP HdE s
Switch (config-ipvé-acl)# permit udp any echo
2409:8754:3020:11:4dc:b5b6:2f2d:1415/128 syslog precedence
3
B VP B K HIE By 29, 1P HU5EZ0N 7 1 Tomp Hds fid it
Switch (config-ipvé6-acl)# permit icmp any any packet-too-big
29 precedence 7

BIEE/MIBR deny LI

(4]

sequence <1-2147483647> deny {protocol} {source ip} {dest

ip} {dscp/precedence} {value}

sequence <1-2147483647> deny tcp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}
match-all {TCP_FLAG} {dscp/precedence} {value}

sequence <1-2147483647> deny udp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}

{dscp/precedence} {value}
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sequence <1-2147483647> deny icmp {source ip} {dest ip} {icmp
type}l {icmp code} {dscp/precedence} {value}

no sequence <1-2147483647>

[HLE]
ACL it B

[Z#]
¥ i)

<1-2147483647> FL 1D

{protocol} IP PS5, HUETEHRDY 0-255 HEL
{source ip} V5 1Pv6 i AIHERD
{source Vi 1Pv6 MBS 1 /v 1138
port/source port
range}

{dest ip} H 1) 1Pve ik SRS

{dest port/dest H 1) 1Pve Hbdik s 171 /5 11 Y6
port range}

{TCP_FLAG} TCP ARG

{icmp type} {icmp ICMP Y ERHIF1E EHL
code}

{dscp/precedence} [L ToS [f)2E#Y
{value}

[#54]

B/ MER deny FEN

L2341
BIEIEL )R 1pve ik 2409:8754:3020:11:585e:67e:c77b:aef. J&
518 80 HEHGIIN 1000-1200 W AMREN. £in Ml psh. DSCP %K
N1 Tep HdE aE
Switch (config-ipv6-acl)# deny tcp
2409:8754:3020:11:585e:67e:c77b:aef/128 www any 1000-1200
match-all +fin+psh dscp 1
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Bl IR LR 118 7. HIY Ipve Ml A
2409:8754:3020:11:4dc:b5b6:2£2d:1415, HMI{MAAN 514, 1P fiok
2N 3 [ uDp HdEAiE T

Switch (config-ipvé-acl)# deny udp any echo
2409:8754:3020:11:4dc:bb5b6:2f2d:1415/128 syslog precedence
3

IR FE L BT AR K H BASh 29. 1P e 7 (¥ Temp Hdls fid@ it
Switch(config-ipvé6-acl)# deny icmp any any packet-too-big
29 precedence T#{EATAEANKHBEEM A 29, TP REHK N 7 1 icmp

BIEE/MIBR shutdown HLI

(741

(241
ZH

sequence <1-2147483647> deny {protocol} {source ip} {dest
ip} {dscp/precedence} {value} [shutdown]

sequence <1-2147483647> deny tcp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}
match-all {TCP_FLAG} {dscp/precedence} {value} [shutdown]
sequence <1-2147483647> deny udp {source ip} {source
port/source port range} {dest ip} {dest port/dest port range}

{dscp/precedence} {value} [shutdown]

sequence <1-2147483647>deny icmp {source ip} {dest ip} {icmp
type}l {icmp code} {dscp/precedence} {value} [shutdown]

no sequence <1-2147483647>

ACL it & 15 =

ik

<1-2147483647> KL 1D
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{protocol} IP Pr S, HUETEHEY 0-255 %4
{source ip} VB 1P HuhE RN A

{source port/source port i IP Hubilui /v G

range}

{dest ip} H ) 1P bk g

{dest port/dest port H 1) 1P bk 11 /3 11 5 ]

range}

{TCP_FLAG} TCP Fr&AL

{icmp type} {icmp code} ICMP ¥ 2 2B FNYE B8
{dscp/precedence}{value} L ToS [
[shutdown] =4 R0 D B 5K P 2

[Hid]

(25411

Bl / MBSk shutdown BN

O BB 1pve Mtk 2409:8754:3020:11:585e:67e:c77b:aef,
P o 80 HIFHGII N 1000-1200 #AFRELSL £in Ml psh. DSCP 5L
%M1 Tep BUEA, AT shutdown BE

Switch (config-ipv6-acl)# deny tcp
2409:8754:3020:11:585e:67e:c77b:aef/128 www any 1000-1200
match-all +fin+psh dscp 1 shutdown

B M IE 25 1 68 B Ipve Hilikly
2409:8754:3020:11:4dc:b5b6:2f2d:1415. HMEGIIA 514, 1P ik
28 3 1) upp F¥R L, AT shutdown BIfE

Switch (config-ipv6-acl)# deny udp any echo
2409:8754:3020:11:4dc:b5b6:2f2d:1415/128 syslog precedence
3 shutdown

I B BT A AR K B ERSy 29, TP MREZCN 7 1 Temp BdEAL, im0
HAT shutdown F1E
Switch (config-ipvé6-acl)# deny icmp any any packet-too-big

29 precedence 7 shutdown
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IPv6 ACL 48 &

(4]
ipv6é acl name

no ipvé acl

(@D
2 T B
(%]
name MAC ACL I HK, 1-64 F4F, X FRAMRH®RTRT._@
[H#iiA]
Y85 /fRYE IPv6 ACL
[ 24451 ]
LN “test” ) ipv6e acl FimH
Switch (config-if)# ipv6 acl test
f#4f ipve acl
Switch (config-if)# no ipvé acl
EEAN
(4]
show ipv6é acl [name]
[ ]
4 R EC B A
[Z#]
name MAC ACL 4 FK, 1-64 F1F, XHFET . FRARFHRTIT._@
| €iip%) |
#H IPv6 ACL HITELHEN N
[ 24451 ]

BHH ipve acl BN testl MFEANFLN
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Switch# show ipv6 acl testl

6.5. IP JEBHIH

6.51. &BE

[d41]
show ip source binding
show ip source interfaces GigabitEthernet [1-x]
[HLE]
KR EXEC X
(%]
[1-x] 5t 1 1D
[Hi4]
show ip source binding: &#& ip-mac-¥ill-vlan hE K
show ip source interfaces GigabitEthernet [1-x]: 77 ¥y lIHC
BEIEN
(25411

Switch# show ip source binding

Switch# show ip source interfaces GigabitEthernet 2

6.52. EREE

(4]
ip source binding [mac] vlan [x] [ip] [interface]
ip source binding vlan [x] [ip] [interface]
(@D
4 JR e BAR
[(Z#1]

[mac] Y858 ) MAC Hiuhik, A7) 1% 8 N FFEF-FFFF-FEFF. 2 3% Hhblk fl4 %
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MAC Hi3i:
vlan [x] Z65€ 1) VLAN ID, Y6 1-4094
[ip] HR5E 1 1P Hudik, SRR IPvA FlT IPv6
[interface] Hh5E FASHHLI L, EFEE O, SCHMESEN
[fiid]
ip source binding [mac] vlan [x] [ip] [interface]: ¥INEZ
VU e E 2
ip source binding vlan [x] [ip] [interface]: WIIFFEA=7046
TER
(2541 ]
Switch (config)# ip source binding aa:aa:aa:bb:ff:ff vlian 1
192.168.1.11 interface GigabitEthernet 2
6.53. ImHAECE
[ 4]
ip source verify
no ip source verify
ip source verify [mac-and-ip\ip]
ip source binding max-entry [no-limit\x]
(R ]
AR E#ER
[Z#]
¥ 2734
[mac-and-ip\ip] ity 1R B A
[no-limit\x] s R E 2 H AL, JEHEH 0-50, 0 s TG Rl
[ A ]

[no] ip source verify: F/d /%M 1P JEELH
ip source verify [mac-and-ip\ip]: B ity AR B A% =X
ip source binding max-entry [no-limit\x] : & & & AKG8E S

=]

=EN
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(25411

Switch (config-if)# ip source verify
Switch (config-if)# ip source verify mac-and-ip

Switch (config-if)# ip source binding max-entry 10

6.6. XIS

6.6.1. BWH

show dos

show dos interface IF_PORTS

[HLFE ]
FEAL EXEC X
(€519
S ik

GigabitEthernet %t -1 1D
[x]

| €jiip%) |

show dos: TA DoS 2R

show dos interface IF_PORTS: & F&1HEHMIN Dos 55
[ 24451 ]

Switch# show dos

Switch# show dos interfaces GigabitEthernet 2
6.6.2. Z£RME
[i4]

Switch (config)# [no] dos [option name]
[ ]

4Ry e B AR X
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[Z4(]
S8 i)
[option name] DoS fHRDJReE I, FEA:
daegsa-deny: EZEJE mac Hulik=H i) mac ikt
icmp-frag-pkts-deny: fEZM 4L 1cvp £
icmp-ping-max-length: [Rf| TcMP KJEHKE
icmpv4-ping-max-check: &4 1PV4 FIE K ping B
icmpv6-ping-max-check: &4 1PV6 FIE K ping B
ipv6-min-frag-size-check: ¥ 1Pv6 HHEMI /N7
P
ipvé6-min-frag-size-length: K TPve BRIz FH
MK
land-deny: fEZEJH 1p=HM 1P
nullscan-deny: 4 NULL Scan X
pod-deny: FEAIET: Ping B
smurf-deny: 14 smurf Biki
smurf-netmask: FELE Smurf B i)F MRS
syn-sport11024-deny: 44 TCP-sport By
synfin-deny: fE4% TCP-FIN Kifi
synrst-deny: 14l TCP-RST Kk
tcp-frag-off-min-check: 54 TCP H/hNoy b mfs =
Bty
tcpblat-deny: fE4E TCP AN I =H i O XH
tcphdr-min-check: &4 TCP A&/ kIkKFE
tcphdr-min-length: BCE &/ LK E
udpblat-deny: HZE UDP WF ¥ H=H il OBtk
xma-deny: FELEEUEN TCP Kk
[##iA]
FFIE 1K 145 € DoS i
(25451 ]
Switch (config)# [no] dos daegsa-deny
6.6.3. WHECE
[dr4]

[no] dos
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[HLA ]
P OAC E AR
[Z#]
7
[k ]
JFE 5 A1 1 DoS L
(24451
Switch (config-if)# dos
Switch (config-if)# no dos
6.7. DAl
6.7.1. BE
(4]
show ip arp inspection
show ip arp inspection interfaces GigabitEthernet [x]
[HLA ]
R AL EXEC =
[Z%]
S8 2734
GigabitEthernet Ui 11D
[x]
[$5i4 ]
show ip arp inspection: ##& DAI 4 )R KRG
show ip arp inspection interfaces GigabitEthernet [x]: &
AfaEui DM paT wE
(24451

Switch# show ip arp inspection
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Switch# show ip arp inspection interfaces GigabitEthernet

2
6.7.2. ZREE
(4]
[no] ip arp inspection
[no] ip arp inspection vlan [vlan-id]
[HL1E]
4 R e B A X
(24
[vian-1id] i [ ID
(4]
[no] ip arp inspection: /A /5KM4 /" DAT TRE
[no] ip arp inspection vlan [vlan-id]: F/d/KH+$EE VLAN I
DAT JfiE
(2411
£ VLAN 1 _LJFJ5 DAI ZhE
Switch (config)# ip arp inspection vlan 1
6.73. ¥HEE
(4]
[no] ip arp inspection trust
[no] ip arp inspection validate [dst-mac\ip\src-mac]
ip arp inspection rate-limit rate
[#LE]
P OAC E AR
(€219

dst-mac 6 75 BRI B ) MAC 5 ARP R SCH I H B MAC Hiuhik 2 75 UG
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A
ip KA ARP fRCH R G A AR 1P Hidk, a4 0. 4 1 AR
22
src-mac o A B WY MAC 5 ARP ) SCH A IE % MAC il 2 15
Aic
rate uiig R A AR, HUE VG Dy 0-50 % (Hf: pps) , 0 Fon
B
[k ]
ip arp inspection rate-limit rate: JC & 4l H A EHR
[no] ip arp inspection trust: )5 /<M DL
[no] ip arp inspection validate [dst-mac\ip\src-mac]: &
ERL S
[%441]
i AR, REET H A Mac Mk, I ERNEZ A 50pps
Switch (config-if)# ip arp inspection trust
Switch (config-if)# ip arp inspection validate dst-mac
Switch (config-if)# ip arp inspection rate-limit 50
6.8. RADIUS
6.8.1. EFE
(4]
show radius
show radius default-config
[HLA ]
FRL EXEC 1=
[Z#]
7
[ ik ]

show radius: BFHERHE IR
show radius default-config: BAERSAEAE
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(254511
Switch# show radius
Switch# show radius default-config
6.82. ZREE
[dr4]
no radius [host]
radius host [ipv4\ipvé6\domain] []
radius default-config [key\retransmit\timeout]
[ ]
A REE B
[Z%(]
S8 iR
[host] RADIUS Jil 5525 EHL 4
auth-port RADIUS {58 H 1¥] UDP iy 71, (i ¥ 6l A 1-65535 544, ERIA 1818
key RADIUS A3t 4H
priority k55 20 Sk
retransmit e HAL I
[#A]
no radius [host]: MR radius ZIEKFTIH, &€ BI04 MR
radius host [ipv4\ipv6\domain] []: %I radius Ik55 2%, Jrlikds
& profile 2%k
radius default-config [key\retransmit\timeout]: P radius
AR %5 28RN profile it &
(254511

Switch (config) # radius host 192.168.1.3 auth-port 1812 key

test retransmit 2 timeout 2 type login
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6.9.1.

(ERESD

(254511
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TACACS+

BE

show tacacs

show tacacs default-config

PRI 2

Show tacacs: i TACACS+R5#:%1%
Show tacacs default-config: #&FH TACACS+ERIANLE

Switch# show tacacs

Prio | Timeout | IP Address | Port | Key

—————— i At e e
Switch# show tacacs default-config

Timeout | Key

________ +_________

no tacacs [host]

tacacs host [ipv4\ipv6\domain] []

tacacs default-config [key\timeout]



GRANDSTREAM

CONNECTING THE WODORLD

[HLE ]
2 R B AR

[Z%]

¥ 730

[host] TACACS+IR %5 % F M4

auth-port TACACS+ FH ] UDP %ty I, HUE VG 1-65535 ML, BRiA

1818

key TACACS+A L% 5

priority 5 2 Se 2

retransmit T 7€ HEAL AL

[H#i4]
no tacacs [host]: & TACACS+5IERFINH, F85E 4510 3 o4 HEM ik
tacacs host [ipv4\ipv6\domain] []: /I TACACS+/k%#%, FFnl
%48 %€ profile 2%k
tacacs default-config [key\timeout]: fit & TACACS+ 52 EiA
profile fic &

[2£451]
Switch (config)# tacacs host 192.168.1.3 port 49 key test
prioirity 2 timeout 2

6.10. AAA

6.10.1. BFE

4]
show aaa authentication login lists
show aaa authentication enable lists

(R ]
R EXEC

[Z%]

¥ 730

login lists BF login HERIFKITFFI

enable lists B enable HJ4ERLE K5I
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[#5A]
B E enable 54, LK login #AE X 1 LD B 1 S BT VA8 3%
(254511
Switch# show aaa authentication login lists
Switch# show aaa authentication enable lists
6.10.2. &FE
[r4]
[no] aaa authentication [enable\login] [name]
[enable\local\none\radius\tacacs]
[ ]
2R e B
[Z#(]
S8 Hiik
[enable\login] 18 B BL B U723 enable 545X login i
%
[name] T 7€ e B 45 R e 44 FR

[enable\local\none\radius\tacacs] XN, =%

(25451 ]

AAA 7374 enable Fl login ¥ & AN R S BT LT, 07 Dok H AL E 45
ssh\telnet\console\http\https

4 login I FEH3 44 4 tacacs_1, JIii/F 4 tacacs, radius, none 485
Switch (config)# aaa authentication login tacacs_1 tacacs+

radius none
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6.11. 802.1X

6.11.1. BE

L% ]

2

show authentication sessions

[ ]
AL EXEC 5
(=41
I
[ ]
A 24 802.1x INilE session HL
[ 24451 ]
Switch# show authentication sessions
6.11.2. £REKE
(4]
[no] dotlx
dotlx guest-vlan x
(L]
4 R lic B
(%]
¥ iR
guest-vlan x Guest VLAN ID
[HiA]
FF IR 195 A4 R 802.1X ThfE
HIEJE, #8%E Guest VLAN
[z5491]

Switch (config)# dotlx
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Switch (config) # dotlx guest-vlan 4

6.11.3. ¥gHAECE

(741

authentication [parameter] [sub-parameter]

[HLE]
AL E B

[Z#(]
¥ iR
dotlx Xt 1S FH 802.1x
guest-vlan EFX i 11 )3 B guest-vlan
host-mode B ot v VG B FH P AR X
multi-auth £ T mac INER, &> mac Hihik 7 B AHAGE
multi-host T HUGER R, 3 0 NMEE ENANERSRT), o5 FRAIE
single-host B PERS, R Aadr—MAESII EL
mac B0k g 11 PC B T mac WAIERRE G
max-hosts ot v VPG B B R SR VR ENLEE, X multi-auth 154X
method b0t v 1 e B S A 7V, X MAC-Based/Web-Based 1 %X
order B0k g 11 B IR U, B945 mac, web, dotlx

port-control
auto

force-auth
force-unauth
radius-attributes
reauth

timer

inactive

quiet

reauth

Web

max-login-attempts

(A ]

B ot vy 1 B A UE 45 ) AEE =X

H sk

o 1 H AR E S

iy 1 2R B A IR

Fic B & 15 $R BN radius k452515 &
Bt v G B A2 A5 S5 F B AIE
[ o i

ToiE SR ST 2R T H B 2%

IR RIS P A [8] B T B 2%
WIE BTN 5 S22 AT B T i) 2%

e & web INIEAHIAE B

LS S PR/ €

BEX 802.1x Rk, %A 1) 240 B
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it & FH P AERL N mac AE

Switch (config-if)# authentication host-mode multi-auth

e 5 3 1 A A

Switch (config-if)# authentication port-control force-auth

P B T G SR ST

Switch (config-if)# authentication timer inactive 60

6.12. DHCP Snooping

6.12.1. DHCP Snooping £/FH. &

JF & /7% DHCP Snooping

Lin%]

2

(ERESD

(€519

(A ]

(25411

,.
3
s
[ ]

[HLFE ]

ip dhcp snooping

no ip dhcp snooping

4 JRE BAR

J¥ )& /%M DHCP Snooping Hifig

Switch (config)# ip dhcp snooping

ip dhcp snooping vlan VLAN-LIST
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4 Jey e AR
[Z#1]
VLAN-LIST VLAN, HUEJERIN 1-4094, W] LPLZMAS VIAN, tHA[PLZZ A
VLAN
[k ]
fEF85%E VLAN _FJF/E DHCP Snooping Bhfig
[ 24411

switch (config)# ip dhcp snooping vlan 1-100

75 DHCP Snooping

(4]

show ip dhcp snooping
[#LE]

KA EXEC 5K
(€219

I
[F#i2]

& DHCP Snooping W E
(244511

switch# show ip dhcp snooping DHCP

DHCP Snooping : disabled
Enable on following Vlans : None
circuit-id default format: vlan-port
remote-id: : c0:74:ad:0b9:3b:44 (Switch Mac

in Byte Order)
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6.12.2. ¥gHAECE

i AR

Lin%]

2

ip dhcp snooping trust

no ip dhcp snooping trust

[HLE]
2 B A
[Z4(]
¥
[##iA]
B B i A ARG, BRAAMEAE
(25451 ]
Switch# configure
Switch (config) # interface GigabitEthernet 1
Switch (config-if)# ip dhcp snooping trust
Chaddr 125
(4]
ip dhcp snooping verify mac-address
[HLE]
2 1 B A X
[Z%(]
¥
[f#i4]
WENT EAR I pECP #RCWISkYE MAC Hilt 5 chaddr FBUE S AH R TR,
BRIN KA
[2£451]

switch (config) # interface GigabitEthernet 1
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switch (config-if)# ip dhcp snooping verify mac-address

iy I B
(4]
ip dhcp snooping rate-limit <1-300>
no ip dhcp snooping rate-limit
(EUAED
Fer e B A
(24
<1-300> PRAFER, BUATEHE DY 1-300 HIE 4L
(4]
VB i AL BE DHCP ROCHIEZE (pps) , BRIAANRE
(244511
switch (config)# interface GigabitEthernet 1
switch (config-if)# ip dhcp snooping rate-limit 30
EHF W ORE
(4]
show ip dhcp snooping interfaces IF_PORTS
(EUAED
H AL EXEC X
(€219
IF_PORTS REHD, BFLRMEZA. AR EHED
(4]
U i) DHCP Snooping WE
(244511

switch# show ip dhcp snooping interface GigabitEthernet 1
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Interfaces | Trust State | Rate (pps) | hwaddr Check | Insert

Option82 |
—_——————— - o Fo— o +--
________________ +
gil | Untrusted | None | disabled
disabled |
& DHCP Snooping $#E
(4]
show ip dhcp snooping interfaces IF_PORTS statistics
[HLE]
B E R
[Z#]
ZH ik
IF_PORTS THNEED, GFEBRO. SSOMESED
[ 2]
#HEYREH I DHCP Snooping $4E
(2541 ]

switch# show ip dhcp snooping interfaces GigabitEthernet 1

statistics

switch# show ip dhcp snooping interfaces GigabitEthernet 1
statistics
Interfaces | Forwarded | Chaddr Check Dropped | Untrust Port

Dropped|Untrust Port With Option82 Dropped | InvalidDrop
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Y& B& DHCP Snooping 4

Lin%]

2

clear ip dhcp snooping interfaces IF PORTS statistics

[FLE ]
B2 O E R
[ %]
¥ iR
IF_PORTS AEAED, GFEEO. SLOMEEED
[HiA]
TR E O DHCP Snooping H¥E
[ %5451 ]

switch# clear ip dhcp snooping interfaces GigabitEthernet

1 statistics

switch# show ip dhcp snooping interfaces GigabitEthernet 1
statistics
Interfaces | Forwarded | Chaddr Check Dropped | Untrust Port

Dropped|Untrust Port With Option82 Dropped | InvalidDrop

6.12.3. EZH& Option 82

FFJ& /5% Option 82

(v 4]
ip dhcp snooping option

no ip dhcp snooping option

[HLFE ]
M B



GRANDSTREAM

CONNECTING THE WODORLD

[Z%#]
&
[fid]
WEARERE D EITE /KW option 82 DifE
(25451 ]
Switch# configure
Switch (config) # interface GigabitEthernet 1
Switch (config-if)# ip dhcp snooping option
Option 82 =X
[ 4]
ip dhcp snooping option action (drop|keep|replace)
[HLE]
2 1 E B AR K
[Z#]
¥ 730
drop AR C A Option 82, M E % EF %R L
keep F AT Option 82, MR FF1Z A SCH 1) Option 82 AR Ffidt
TR
replace AR Option 82, I E Hudk SCH A 1) Option 82, Jf
BATHE
[f#i4]
BB MBI SRS option 82 B, XTHCCHHMTHIAEE, HEFEF. A
RS, EBINEFR
(2541 ]

switch (config) # interface GigabitEthernet 1

switch (config-if)# ip dhcp snooping option action replace

/MR Circuit ID

Lir%]

2

ip dhcp snooping [vlan <1-4094>] option circuit-id STRING



GRANDSTREAM

CONNECTING THE WODORLD

no ip dhcp snooping [vlan <1-4094>] option circuit-id

(A ]
P B AR
[=%]
vlan <1-4094> VLAN, BUETEHE N 1-4094 [%5%
STRING Circuit ID fH, K 63 F4F
[H#5iK])
WEIBTEHEOMWET X Circuit ID
[ 2441 )

switch (config)# interface GigabitEthernet 1
switch (config-if)# ip dhcp snooping vlan 1 option circuit-id

test

/MBS Remote 1D

(4]
ip dhcp snooping option remote-id STRING
no ip dhcp snooping optionremote-id
[#LE]
4 R e B A X
(24
STRING Remote ID i, i 63 F4F
[F#i2]
WEZHN Remote ID, ERIANAZHML MAC Hilik
(244511

switch (config)# ip dhcp snooping option remote-id

test remote
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#F Remote ID

[in4]

2

[HLFE ]

(241

(A ]

(25411

do show ip dhcp snooping option remote-id

4R e BAR

BHEA N Remote ID

switch (config) # do show ip dhcp snooping option remote-id

Remote ID: test remote

6.12.4. HCE database

REEZ flash

(741

(25411

ip dhcp snooping database flash

4 ey ic B AR X

# DHCP Snooping fRAFZE flash

Switch (config)# ip dhcp snooping database flash



GRANDSTREAM

CONNECTING THE WODORLD

RAEE TFTP R4S 5%

2

Lin%]

ip dhcp snooping database tftp (A.B.C.D|HOSTNAME)NAME

[HLE ]
2 JR e B AR
[Z4]
S8 iR
A.B.C.D|HOSTNAME TFTP flR45 4511 IP Mkl sl 4144
NAME {RA7 25 TFTP IR %5 %5 1) DHCP Snooping (144
[f#i4]
¥ DHCP Snooping fRFFZE TFTP %3
[2£451]
Switch (config) # ip dhcp snooping database tftp 192.168.5.231
switch backup
He B R H 5 SRR K
[ 4]
ip dhcp snooping database write-delay <15-86400>
no ip dhcp snooping databasewrite-delay
[HLE ]
2R E#ER
[Z4]
S8 iR
<15-86400> DHCP Snooping & 58T J& [N FFI K, BUE Y H N 15-86400 1)
A, BRIA 300 B
[H#i4]

B E DHCP Snooping I HT 5 KI5 RF K
no ip dhcp snooping databasewrite-delay: M &ERFH K NELIA
300
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(411
switch (config)# ip dhcp snooping database write-delay 60
REEFZREARERENK
(4]
ip dhcp snooping database timeout <0-86400>
no ip dhcp snooping database timeout
[HLE]
4 JR e B A K
(24
ZH ik
<0-86400> DHCP Snooping =15 N#ME KM G, EH 5 NElERrLL
i, HUETEE Y 0-86400 (1385, ZRik 300
[Hiik]
& DHCP Snooping EZ IR E ANBRIE KRG, B2 5 N BRIERFE K
no ip dhcp snooping database timeout: HEFFLH K AN 300
4
[2441]
Switch (config)# ip dhcp snooping database timeout 600
& DHCP Snooping R
(741
show ip dhcp snooping database
[HLE]
R EXEC
(4]
x
[ k]

A DHCP Snooping i
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(2441 ]
switch# show ip dhcp snooping database
&% DHCP Snooping &I
(4]
clear ip dhcp snooping database statistics
[HLE]
R EXEC i
[Z%]
S iR
[ ik ]
J& % DHCP Snooping FI
(2441 ]

switch# clear ip dhcp snooping databasestatistics

2B DHCP Snooping &M

[ 4]
renew ip dhcp snooping database
[HLFE ]
KAl EXEC #5
(4]
P
[Hiik]
MERAT U HO B 22 SO AR s DHCP Snooping R
(25411

Switch# show ip dhcp snooping database

Type : None
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FileName
Write delay Timer : 300 seconds

Abort Timer : 300 seconds

Agent Running : None
Delay Timer Expiry : Not Running

Abort Timer Expiry :Not Running

Last Succeded Time : None
Last Failed Time : None

Last Failed Reason

Total Attempts : 0

Successful Transfers : 0 Failed Transfers : 0
Successful Reads : 0 Failed Reads : 0
Successful Writes : 0 Failed Writes : 0

Switch# show ip dhcp snooping binding

Bind Table: Maximun Binding Entry Number 256

Port | VID | MAC Address | P
| Type | Lease Time
——————— o
fom - fom e

gil | 1 | 48:5B:39:C7:12:62 |

192.168.1.100(255.255.255.255) |DHCP Snooping [86400

E 7R DHCP Snooping 2 B K48 € R IR

(v 4]

show ip dhcp snooping binding
(ERESD

R EXEC
(24
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[k ]
{7~ DHCP Snooping 23] 3| [ 45 & # T

(25411

Switch# show ip dhcp snooping binding

Maximun Binding Entry Number 256

Bind Table:
Port | VID | MAC Address | P
| Type | Lease Time
——————— o
fom - fom e
gil | 1 | 48:5B:39:C7:12:62 |
|86400

192.168.1.100(255.255.255.255) |DHCP Snooping
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7. $EP

71. A&

7.1.1. EEBRHFALT K

[4]
upgrade protocol [http | https | tftp]
(@D
4 R B A
[Z%(]
http @it http PR
https BT https P TR
tftp JHi thtp BT
| €jiip%) |
RO [T 750, BRAITEZ 5 0N https
[ 2545 ]

WE T I7A )y HTTP
Switch (config)# upgrade protocol http

7.1.2. EEREMHRSASH#EE

(4]
upgrade server [ipv4-addr|hostname|ipv6-addr]
[HL1E]
2 R E AR
(=3

ipv4-addr Fe e [E 1F AR 55 2% 1Pva
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hostname i % [ A 55 2% = AL ik
ipv6-addr T 5€ [l 11 R 25 7 1Pve ik
[#5R]

WE B R THEARSS 281 1P Hhik 5% URL, BRI\ E bk

fm. grandstream. com/gs

(25451 ]
WEIHRE#HEN fm. grandstream. com/gs

Switch (config) # upgrade server fm.grandstream.com/gs

7.1.3. HECE DHCP option F4&

[4]
upgrade dhcpoverride [disable | enable | enablefallback]
(L]
4 R lie B A
(%]
S8 iR
disable 2[4 DHCP Option 2k
enable J J5 DHCP Option 2
enablefallback ¥ & DHCP Option F4 77 KA, RIS BB, K AH
fi] 11 Hf 45 s ok T 2%
[H#iAR]
% H DHCP Option 2 7=, BRIANTFJE DHCP Option J12k
[z5491]

)& DHCP Option F+2k
Switch (config) # upgrade dhcpoverride enable

7.1.4. HESLBEIFAZ

upgrade [hostname]
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FEAL EXEC X
(4]
ZH ik
hostname CRIE) 45 7€ [ 1 Ak 55 4% Hh ik
[Hid]
BEE LRI [ A 55 A b ik
(25411

Switch# upgrade

System: upgrade firmware. Do you want to upgrade now? (y/n)

715 BEALERE

[r4]
show upgrade
[HLE]
HFRL BXBC 38
[Z#]
&
[f#i4]
BETRE
(2541 ]
switch# show upgrade
7.2. £
721. H#E
ALE 4R B EIFR/RH
[r4]

[no] logging [buffered | console | file]
show logging
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[HLE]
4R E R
(%]
buffered g H &l
console CARESNE NGRS
file B ELREFATRS
(4]
[no] logging [buffered | console | filel: JFE/KHLERHED
fie
BRETENLT, A HETREA T IR RS
(25411
Switch> enable
Switch# configure
Switch (config) #logging
Switch (config) #no logging
Switch# show logging
BEHE
(4]
clear logging [buffered | file]
(EUAED
FRL EXEC #ixX
(%]
buffered g H &l
file A H &R
[k ]
JE RAM Al FLASH I HEH R
€37)

Switch> enable
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Switch# clear logging buffered

Switch# clear logging file

BREiCxHELRH
[4]

logging [buffered |
[#LE ]

4 el B AR
[Z%1]
SH E1:57)
buffered gerp HEER
console T EIE R
file X HEIEF

severity sev

[Hiik]

(25411

console | file] [severity sev]

fRE H &%), BUEIEEDY 0-7

Mo EZHACEAR I HEER, R \FARZOHE S -

e0:
o1:
°2:
e3:
o4:
o5:
*6:
o7:

Emergency
Alert
Critical
Error
Warning
Notice
Information

Debug

Switch (config)# logging buffered severity 7

Switch (config)# logging file severity 7

BCE Remote AR% 5%

Lin%]

2

logging host [ip-addr | hostname]
port]

[severity sev]

[facility facility]

[port
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no logging host [ip-addr | hostname]

[#EE ]
4 R B A
[Z#]
ip-addr fa € HE RS 2% 1Pva itk
hostname fa 5 HEMR S %51 URL
facility e HERS#MICR LT E, A Local 0-7 3£ 84, ERiA Local 7
port fae HE MRS 2 O, BUETEHE A 1-65535 B4, BN 514
severity sev fewe HER/NER, 07 \K, »7lH:
e 0: Emergency
e 1: Alert
e 2. Critical
e 3: Error
e 4: Warning
e 5: Notice
e 6: Information
e 7: Debug
[HiiA]
Wz fE HERS .
[ %4411
WINH RS2ty 1.2.3.4
Switch (config)# logging host 1.2.3.4
BEEHIRERR
[4]
show logging [buffered | file]
(@USD
A EXEC =
[Z#]
buffered g2 H &l
file S H EE R

[k ]
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HEHESRERR

(2441
Switch# show logging

722. B#H&

(2]
mirror Session Session-ID source interface
{GigabitEthernet|LAG} interfaced-id {both|rx| tx}
mirror Session Session-ID destination interface
GigabitEthernet interfaced-id allow-ingress
show mirror/show mirror session Session-ID

(A1
4 JRyC B AR

(4]

S8 ik

Session-ID BAG A, BUETEH<1-4>

source P 1, BRI o

destination H o 1, 4% 8

both M s ) RN T R EdfE

rx AR YR A N7 16 P s

tx A YR A HE 5 16 PR e

allow-ingress FOVFHEIS B o L CRE A D) 50

[k ]
fF ] no mirror session FCE 2 LAISH] Mirror
fF A no mirror session source BCE 72 LAMHER Mirror Y& I
fF /] no mirror session destination ECHE fr2 LAIHER Mirror H B I
VER: BCE mirror MHMMR IR, H—4 allow-ingress IS, XA EE
Ja, XA A BRI E R A RO, At Y, XFERCE S, XA
PIETE R B A e 1R H 8 1E

(24451

BEN AR

Switch# configure
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7.3.1.

(4]

flE mirror YR
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Switch (config) # mirror session 1 source interfaces

GigabitEthernet 2 both

Ml mirror H W

Switch (config) # mirror session 1 destination interface

GigabitEthernet 4 allow-ingress

Switch (config) # exit

mRHEEKH

Switch# show mirror

MIF% mirror

Switch (config)# no mirror

MR A mirror

Switch (config)# no mirror

W mirror Y
Switch (config)# no mirror

GigabitEthernet 2 both

MIF% mirror H WG
Switch (config) # no mirror

GigabitEthernet 4

#HEKRR

&5 B3

copy [flash:// | tftp://]
copy tftp://

| startup-config]

copy [backup-config |
tftp://

copy [backup-config |
copy [backup-config |
copy [running-config |

session

session

session

session

[flash:// |
[backup-config |

running-config |

startup-config]

running-config]

all

1 source interfaces

1 destination interface

tftp://]

running-config

startup-config]

running-config

startup-config

startup-config] backup-config
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A EXEC 2
[Z%(]
flash:// F8 7€ flash H A7 ) S A
tftp:// fa e AR thtp RS54 SISO 4E, W
“tftp://192.168.1.111/remote_file_name”
backup-config K E
running-config BT E

startup-config B E

[k ]
w BB AR E S

(25451 ]
Switch# copy flash://dsa2 tftp://192.168.1.111/dsa2
Uploading file.Please Wait...
Uploading Done

7.3.2.  MIBRSCH

[#r 4]
delete [startrup-config | backup-config | flash://]
(ENED |
F#A EXEC #X
[Z%(]
flash:// 87T flash HHAFfl I ST
startrup-config JA Bt E
backup-config H I E
[k ]
MR AC & SCFl £1ash FPAF BRI SCHF .
[ 541 ]

i I 6 3 G B S F
Switch# delete backup-config
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733. RKEWH]

restore-defaults [interfaces IF PORTS]

(L]
KA EXEC izt
[ %]
¥ iR
Interfaces i iy T PAT R E T AF
IF_PORTS
| €jiip%) |
WEITA RG] BAME. i 4% T delete startup—config
(254511
Switch# restore-defaults
Restore Default Success. Do you want to reboot now? (y/n)n
734, BRERE
[#r4]
save
(L]
A EXEC #z
[ %]
¥
| €jiip) |
PRAFIZATRCE 2 )5 S B .
(254511

Switch# save

Success
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7.4. SNMP

7.4.1. BEE SNMPECE

(4]
show snmp
[HLA ]
F AL EXEC
[Z%]
I
[k ]
A T E P 25 B ML (SNMP) RS
[%441]

Switch# show snmp

SNMP is enabled.

7.4.2. TEH SNMP HAEE

(741

show snmp community
[HLFE ]

R EXEC i
(€219

x
[ k]

7% SNMP 44 f¥fic &
(254511

Switch# show snmp community

Commnunity Name Group Name View Access
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Total Entries: 1

7.43. TESNMP 3| % id it B

(4]
show snmp engineid
(EYWESD
R EXEC i
(4]
x
[Hiik]
B AL L E [ SNMPV3 5] % ID
(25411

Switch# show snmp engineid
Local SNMPV3 Engine id: 80006a9203c074ad2202bl

IP address Remote SNMP enginelID

Total Entries: O

7.4.4. TE SNMP AR E

[fir 4]

show snmp group
[HLFE ]

R EXEC
(€219

x
[ 2]

& SNMP ZH 1) 1C &
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(2441 ]
Switch# show snmp group

Group Name Model Level ReadView WriteView NotifyView

Total Entries: O

7.45. TE SNMPEAEE

(4]
show snmp host
[HLA ]
F AL EXEC
[Z#]
7
[ ik ]
A SNMP i (17 &
(2441 ]
Switch# show snmp host
Server Community/User Name Notification Version
Notification Type UDP Port Retries Timeout
192.168.6.162 public vl
trap 162 -— -—

Total Entries: 1

7.4.6. TIFE SNMP trap B &

show snmp trap

FEAL EXEC X



(A ]

(25411

7.4.7.

(25411

7.4.8.

(741

GRANDSTREAM
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#%& SNMP trap HIfiC &

Switch# show snmp trap

SNMP auth failed trap : Enable
SNMP 1linkUpDown trap : Enable
SNMP cold-start trap : Enable
SNMP warm-start trap : Enable

BE SNMP ML EEE

show snmp view

FEAL EXEC X

#H SNMP HLE A E

Switch# show snmp view

View Name Subtree OID OID Mask

Total Entries: 1

BE SNMP FH P ELE

show snmp user

View Type

included
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(LA ]

iR EXEC s,
[Z%]

o
[HHiR ]

A SNMP H 7 T &
[ 241 ]

Switch# show snmp user
Username: v3

Password: *****x*xxx

Privilege Mode: rw

Access GroupName: v3
Authentication Protocol: mdb5
Encryption Protocol: none

Access SeclLevel: auth

Total Entries: 1

7.49. HZE SNMP

[4]
snmp
no snmp
[ME]
4 JR e B A
[=%]
¥
[HEiR ]
B HHLE S SNMP, 15764 JRlic B A2 N8 H SNMP @4 1 21
no U5 H SNMP.
[ %4451 1

JFE sNMP IhfiE
Switch (config) # snmp
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7.4.10. BLE SNMP F4E

(4]
snmp community community-name [view view-name] (ro|rw)
snmp community community-name group group-name
no snmp community community-name
[HLA ]
2 R B AR
[Z%]
S iR
community-name Rk AR, &K 32 F5F
view view-name 5| B B4R & 42 Fr
ro WENRBE
rw BB N

group group-name 5| HJI4LAFK

[k ]
SESLARYFT R SNMP vl F1 v2 () SNMP #1144k

(254511
WEYN private, 5lH all AL H R s A

Switch (config)# snmp community private ro

7.4.11. BLE SNMP 3]% D

(4]
snmp engineid [default|ENGINEID]
(L]
4 R lic B A
(%]
¥ #iR
default BRI 5] % 1D
ENGINEID WEAMTIE D, 2-56 FRM-TNEEHIE, By
£

(A ]
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5E X SNMP A 5] 2

(411
Switch (config)# snmp engineid 00036D001122

7.4.12. BZE SNMP 25| % id

(4]
snmp engineid remote [ip-addr|ipvé6-addr] ENGINEID
no snmp engineid remote [ip-addr|ipv6-addr]
[HLE]
4R
[Z4]
¥ i)
ENGINEID WA D, 10-64 FRHHNEERITE, HAL KL AU EH
ip-addr 45 4% 1Pva Hiuhk
Ipv6-addr %5 %% 1pve Hidi
[##iA]
snmp engineid remote [ip-addr|ipv6-addr] ENGINEID: & X SNMP
GBI R AL
no snmp engineid remote [ip-addr|ipvé-addr]: A SNMP 5|ZErH
THIBRAZEFE 3 A
(25411

Switch (config)# snmp engineid remote 192.168.1.11
00036D10000A

7.4.13. BECE SNMP group

(4]
snmp group group-name (1]|2c|3) (noauth|auth|priv) read-view
read-view write-view write-view [notify-view notify-view]
no snmp group group-name security-mode version (1]2c|3)
[ ]

4 JRE BAR

(€519



S8 i)
group-name HAPR, K32
(112¢13) SNMP fit 4%
noauth AWIEA I
auth FRAOEA N2
priv BRIV E S 25
read-view R B 4 AR
read-view

write-view L5 A 44 FR
write-view

notify-view TR 4

notify-view

GRANDSTREAM
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(254511

snmp group group-name (1]|2c|3) (noauth|auth|priv) read-view
read-view write-view write-view [notify-view notify-view]:
& X SNMP 4H

no snmp group group-name security-mode version (1]2c|3):

il o i

Switch (config)# snmp group v3 version 3 auth read-view all

write-view all notify-view all

7.4.14. WCE SNMP EX0

[ 4]

2

(@D

(€519
ZH

snmp host (ip-addr|ipvé-addr|hostmane) [traps|informs]
[version (1|2c)] community-name [udp-port udp-port]
[timeout timeout] [retries retries]

snmp host (ip-addr|ipvé-addr|hostmane) [traps|informs]
version 3 [ (auth|noauth|priv)] community-name [udp-port
udp-port] [timeout timeout] [retries retries]

no snmp host (ip-addr|ipvé6-addr|hostmane) [traps|informs]
[version (1]|2c|3)]

4 JR e BAR

iR



ip-addr

ipvb-addr

hostmane

traps

informs
version (1|2c]|3)
noauth

auth

priv
community-name
udp-port
timeout timeout

retries retries

(A ]
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45 4% 1Pva Hiuhk

IR 45 %% 1Pve Hihl

k55 2% ENLA

TBAIZEALA traps

JEENZEALA informs

AN SNMP JRAS

ASAUEAS I

FAONUEA N2

BEAIIE S

RAK I FN AT A £ ) [ 44 44 R

UDP ¥ 15

v2c AR [A], BB VS A 1-300 (%%, BRIA 15 7
v2c TSN K AR R, BUETE Dy 1-255 4, BRIA 3 Ik

snmp host 72 E X SNMP J#%1
no snmp host MIFRIEAIACE

(25451 ]

Switch (config)# snmp host 192.168.1.11 private

7.4.15. BCE SNMP trap

(2]
snmp trap (auth|cold-start|linkUpDown|warm-start)
no snmp trap (auth|cold-start|linkUpDown|warm-start)
[HLE]
4 JR e B AR
[Z%]
S iR
auth BB IANERIW trap
cold-start WE R A ) trap
linkUpDown ¢ & % 1 up/down trap

warm-start

[Hiik]

W B N5 3 trap

snmp trap T2 E X SNMP trap
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no snmp trap Mk trap BLE

(2541 ]
Switch (config)# no snmp trap linkUpDown
Switch (config)# snmp trap linkUpDown

7.4.16. BCE SNMP F P

(4]

snmp user username group-name [auth (md5|sha) AUTHPASSWD]
snmp user username group-name auth (md5|sha) AUTHPASSWD priv
PRIVPASSWD

no snmp user username

4 ey ic B AR X

[Z%]
S ik
username SNMP HH 7 44
group-name 51 I v3 2144 HK
auth md5 MD5 A IE 77
auth sha SHA AIE TR
AUTHPASSWD PIIE 25
priv PRIVPASSWD ijifasrayit

€% |
snmp user 72 E X SNMP f /
no snmp user iy 2 MIERHHCE
[41]

Switch (config) # snmp user v3 v3 auth md5 12345678

7.4.17. BCE SNMP FLE]

Lin%]

2

snmp view view-name subtree oid-tree oid-mask (all|oid-mask)
viewtype (included|excluded)

no snmp view view-name subtree (all|oid-tree)
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[ ]
2R E B

[ %]
ZH it
view-name 4 FR
subtree oid-tree A A
oid-mask TR R

(all|oid-mask)
viewtype P A A 4 B HE BRI 2 1 MIB

(included|excluded)

[k ]
4 SNMP view i X SNMP L& i H no iy &M BRc &
(2541 ]
Switch (config)# snmp view private subtree 1.3.3.1 oid-mask
all viewtype included
7.5. RMON

751. BCE RMON At

(4]
rmon event <1-65535> [log] [trap COMMUNITY] [description
DESCRIPTION] [owner NAME]
no rmon event <1-65535>

[HLA ]

2 R B AR

[Z%]

¥ iR

<1-65535> HM D

log HRAN log

trap COMMUNITY HAFRAN trap

description HORA, Bk 32 £/

DESCRIPTION

owner NAME HIFM A S, &K 32 74F



(A ]

(25451 ]

7.5.2.

(EYWESD

(241
ZH

« CRANDSTREAM
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rmon event 2N INEEEL rmon evnet %5 H
no rmon event iy 2 AT HMH R
T LLiEIT show rmon event WidHEH M

switch (config) # rmon event 1 log trap public description test
owner admin

switch (config) # show rmon event 1

Rmon Event Index 1

Rmon Event Type : Log and Trap

Rmon Event Community

public Rmon Event Description : test

Rmon Event Last Sent

Rmon Event Owner : admin

B E RMON %%

rmon alarm <1-65535> interface IF PORT
(drop-events|octets|pkts|broadcast-pkts]|
multicast-pkts|crc-align-errors|undersize-pkts|oversize-
pkts|fragments|jabbers|collisions
|pkts64octets|pkts65tol27octets|pktsl28to2550ctets|pkts2
56to51loctets|pkts512tol0230ctets |pktsl024tol518octets)
<1-2147483647> (absolute|delta) rising <0-2147483647>
<0-65535> falling <0-2147483647> <0-65535> startup
(rising|rising-falling|falling) [owner NAME]

no rmon alarm <1-65535>

4R e BAR

g

<1-65535> H4 D

IF_PORT

R KA i

<1-2147483647> AL AR
absolute|delta FRE RAETT I, LN RN R
<0-2147483647> Her s i T B e A
<0-65535> fEE B BT Bt B bR i, BT I A
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rising|rising-falling|falling $§5&ah B0k LT F T 2

owner NAME

(A ]

(AMR) fee s EMpra 4

rmon alarm iy 2N rmon 524 H ., ERINGZELH 207, BIE

DI FEEE

no rmon alarm 24T MR

Al L@ show rmon alarm 7 46 iF 15 &

€7D
switch (config)# rmon event 1 log
switch (config)# rmon event 2 log
Switch (config)# rmon alarm 1 interface gil pkts 300 delta
rising 10000 1 falling 100 1 startup rising-falling owner
admin
Rmon Alarm Index 1
Rmon Alarm Sample Interval 300
Rmon Alarm Sample Interface gil
Rmon Alarm Sample Variable Pkts
Rmon Alarm Sample Type delta
Rmon Alarm Type Rising or Falling
Rmon Alarm Rising Threshold 10000
Rmon Alarm Rising Event 1
Rmon Alarm Falling Threshold 100
Rmon Alarm Falling Event 1
Rmon Alarm Owner admin
7.53. BZE RMON s
[r4]
rmon history <1-65535> interface IF_PORT [buckets <1-65535>]
[interval <1-3600>] [owner NAME]
no rmon history <1-65535>
[HLA ]
4 Ry e B AR
[Z#]
S8 ik
<1-65535> FhsER 1D
IF_PORT R KA o 1
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buckets <1-65535> (H[ik) 850 H A REELH
interval <1-3600> (A[ik) &% RFEEING
owner NAME (nik) eI R TAE &

[##iA]
rmon history 2 INEE L rmon [ SEidsk 2 B
no rmon history A& HEATMIEE.
Al L@ show rmon history iy 4 36 IF ¥ & .

(2441
switch (config)# rmon history 1 interface gil interval 60
owner admin
switch (config)# show rmon history 1
Rmon History Index 1
Rmon Collection Interface: gil
Rmon History Bucket 50
Rmon history Interval 60

Rmon History Owner : admin

7.5.4. 75K RMON 41t

(4]
clear rmon interfaces IF_PORTS statistics
(LA ]
AL EXEC 5
(=41
2 iR
IF_PORTS RERBRGHE Bz n
[H#iAR]
i%ﬁ%ia%ﬁi‘é%% M EMgHE R
"] PLIE T show rmon interface statistics @248 iF 45 5 .
[ 241 ]

switch# clear rmon interfaces gil statistics
switch# show rmon interfaces gil statistics
==== Port gil =============================
etherStatsDropEvents 0

etherStatsOctets O
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etherStatsPkts O
etherStatsBroadcastPkts 0
etherStatsMulticastPkts O
etherStatsCRCAlignErrors 0
etherStatsUnderSizePkts O
etherStatsOverSizePkts O
etherStatsFragments 0
etherStatsJabbers 0
etherStatsCollisions O
etherStatsPkts640ctets O
etherStatsPkts65tol270ctets O
etherStatsPktsl28to2550ctets O
etherStatsPkts256to5110ctets O
etherStatsPktsb512tol0230ctets O
etherStatsPktsl1024tol5180ctets O

7.5.5. ZF&E RMON %it

(241
ZH
IF_PORT

(25411

show rmon interfaces IF_PORT statistics

FEAL EXEC X

{# | show rmon interfaces statistics #ir4 B~ 14t it

switch# show rmon interfaces gi 8 statistics

==== Port gif =============================
etherStatsDropEvents
etherStatsOctets
etherStatsPkts
etherStatsBroadcastPkts
etherStatsMulticastPkts
etherStatsCRCAlignErrors
etherStatsUnderSizePkts
etherStatsOverSizePkts

O O O O O O O O
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etherStatsFragments 0
etherStatsJabbers 0
etherStatsCollisions 0
etherStatsPkts640ctets 0
etherStatsPkts65tol270ctets : 0
etherStatsPktsl28to2550ctets 0
etherStatsPkts256to5110ctets 0
etherStatsPktsb512to0l10230ctets 0
etherStatsPktsl1l024tol5180ctets 0

7.5.6. #&H RMON Ef§

[r4]
show rmon event (<1-65535> | all)
[HLE ]
R EXEC Bz,
(%]
¥ #iR
<1-65535> 1D
all P AR A B A
[ ]
{# ] show rmon event fir 4 &7 CAFEE ) RMON FH444H .
[z5491]

switch (config) # rmon event 1 log trap public description test
owner admin

switch (config) # show rmon event 1

Rmon Event Index 1

Rmon Event Type : Log and Trap

Rmon Event Community : public

Rmon Event Description : test

Rmon Event Last Sent

Rmon Event Owner : admin

7.5.7. #=ERMON EHHE

(4]

show rmon event <1-65535> log
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[ ]
FERL EXEC fEE
[Z%(]
<1-65535> HHEHE D
[HEiR ]
{§i Ff} show rmon event 774 &7~ RMON 24 fit & 1t H ..
[2441]

switch (config)# show rmon event 1 log

Index 1

Alarm Index 1

Action : Startup Falling

Time : (32918334) 3 days, 19:26:23.34
Description : fal.Pkts=0 <= 100

7.5.8. & RMON &

(4]
show rmon alarm (<1-65535> | all)
(ENED |
AL EXEC =
[Z%(]
<1-65535> % D
all P A AE B
| €jiip%) |
{# ] show rmon alarm 7% %78 RMON 22 (4% H
[ 2545 ]

Switch (config) # rmon alarm 1 interface gil pkts 300 delta
rising 10000 1 falling 100 1 startup rising-falling owner
admin
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Rmon Alarm Index 1

Rmon Alarm Sample Interval 300

Rmon Alarm Sample Interface : gil
Rmon Alarm Sample Variable : Pkts
Rmon Alarm Sample Type : delta

Rmon Alarm Type : Rising or Falling
Rmon Alarm Rising Threshold : 10000
Rmon Alarm Rising Event 1

Rmon Alarm Falling Threshold 100
Rmon Alarm Falling Event 1

Rmon Alarm Owner : admin

7.5.9. TFE RMON JiR4H

(474 ]
show rmon history (<1-65535> | all)
[HLE]
FERL EXEC #t
[Z%]
Z2¥ i/
<1-65535> Ji 520 1D
all P B AEAE R P s 4
[fiid]
{fiff} show rmon history @4 i.7x RMON Ji st 1K1 H
(25451 ]

switch (config)# rmon history 1 interface gil interval 30
owner admin

switch (config) # show rmon history 1

Rmon History Index 1

Rmon Collection Interface: gil

Rmon History Bucket 50

Rmon history Interval 30

Rmon History Owner : admin
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7.5.10. &FZ&E RMON [F5e4A% 1t

(4]
show rmon history <1-65535> statistic
[HLA ]
FRL EXEC
[Z%]
S8 iR
<1-65535> iM% H3R 1ID
[$5i4 ]
{fiH} show rmon history 4 ik RMON JJj 5 41 4 i1 i
(2441

switch (config)# show rmon history 1 statistics

Sample Index 2
Interval Start : (32940466) 3 days, 19:30:04.66
DropEvents O
Octets : 117226
Pkts 763
BroadcastPkts 9
MulticastPkts O
CRCAlignErrors O
UnderSizePkts 0
OverSizePkts 0
Fragments 0
Jabbers 0
Collisions O
Utilization 1

Sample Index 1

Interval Start : (32939462) 3 days, 19:29:54.62
DropEvents O

Octets 220

Pkts 3

BroadcastPkts 1

MulticastPkts O

CRCAlignErrors O

UnderSizePkts 0

OverSizePkts 0
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Fragments 0
Jabbers 0
Collisions 0
Utilization O

7.6. LLDP

7.6.1. LLDP &REE

FFa /2% LLDP
[4]
1lldp
no lldp
(@ USD
4 JR I B A
(%]
o
| €jiip%) |
FF)a /%M LLDP
[ 24451 ]
JFJE 4R LLDP LfE

Switch (config)# 1ldp

TLV &% 8] B%

(<]

lldp tx-interval <5-32767>

(@SN
4 ey ic B AR K

[(Z#1]

<5-32767> LLDP i SC A IE PR [ [B) B&, BB YO N 5-32767 HI%EEL, ERIA
30 7
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[Hi4]
WHE TLV RIEFIE
(25451 ]
LR E TLV ARG 30 B
Switch (config)# 1lldp tx-interval 30
TTL e
[dr 4]
lldp holdtime-multiplier <2-10>
[HLE]
2R B
(%]
<2-10> LLDPDU A7 [A] TTL B HIME, BUETEE Y 2-10 FUEEEL, BA
4
[k ]
WHE TTL e
(25451 ]
SRWE TTL THCN 2 B
Switch (config)# 1lldp holdtime-multiplier 2
¥t BTG ST SR B [E]
[dr 4]
lldp reinit-delay <1-10>
(LA
2R B
(%]

<1-10> LLDP #J4atb FISEIR I (8], BUEYERI N 1-10 FOEEEL, BRA 2 #
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€iipay |
VB vty W46 40 RE SR I (]
[ 541
2 &y v B D AR A IR B 8] 9 10 #b
Switch (config)# 1lldp reinit-delay 10
LLDPDU K IEFEIR ]
[#r 4]
lldp tx-delay <1-8191>
(ENED |
2R B
[Z4#]
<1-8191> KI% LLDPDU AR TR I [A), BUE Yy 1-8191 R EL, BRIA 2
w
[#i4]
¥ #E LLDPDU K% ZEIR K [A]
[ 5411
4 )7 E LLDPDU Kk LRI ]y 30 #5
Switch (config)# 1lldp tx-delay 30
LLDP fb 3
[ 4]
11dp 1lldpdu {bridging/filtering/flooding}
(ENED |
2R B
[Z4#]
bridging Wrde, AR LLDP oL B K45 7 N LLAMAH R

VLAN 35 ) 55 11
filtering g, ZHALEIW LLDP R, REHA NHKE, HEZEHR
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flooding Zuk, AU R H LLDP 4 3 HL 33 K 2h T T N LAAMP) st
ANKJE VLAN
[ ]
4 LLDP KMJE, WEX LLDP AL B
[z5491]
AR 11dp B, WEWE] 11dp BHATIZ BRI
Switch (config)# no 11ldp
switch (config)# 1ldp lldpdu flooding
BE LLDP EBEMHOGBE
[4]
show 11ldp
(L]
K ExEC B
[Z#]
o
[HHiA]
BE AR LLDP F & My 45 S
[ 24451 ]

BE LLDP 4 s B A 45 S
Switch# show 1ldp

State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Flooding

Port | State | Optional TLVs | Address

———————— + -+ = e
gil | RX,TX | [192.168.80.202
giz | RX,TX | [192.168.80.202
gi3 | RX,TX | [192.168.80.202
gid | RX,TX | [192.168.80.202
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| RX,TX | 1192.168.80.202
gi6 | RX,TX | 1192.168.80.202
gi7 | RX,TX | 1192.168.80.202
| |
| |

gib

gis8 RX, TX [192.168.80.202
gi9 RX, TX [192.168.80.202
gil0d | RX,TX | [192.168.80.202

Port ID: gil

802.3 optional TLVs:
802.1 optional TLVs
PVID: Enabled

--More—-

7.6.2. LLDP ik E

TARRA A KIE
[ 4]

lldp tx
(ERESD

Fe M B AR
(€519

7
[Hid]

BCE TR E R L N AR AN RIE

[ 241 ]
e 0 E 3 TAERE U K%
Switch (config-if)# 1ldp tx
TAER A B
[4]
1lldp rx
(L]

M B
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(%]
I
[ ]
BB ¥R BB ) TAER AN BRI
[z5491]
7E i 3 E AR ORI
Switch (config-if)# 1ldp rx
TAEBRRN RIE B
[4]
1lldp tx
1lldp rx
[ ]
P IHC B A
(%]
I
[ ]
WE TR 7 O TAERL O Ak ik
[z5491]
e O _E R B TR O ARk a0k
Switch (config-if)# 1ldp tx
Switch (config-if)# 1ldp rx
TAEREAAEEH
[4]
no lldp tx
no lldp rx
[ ]
P IHC B AR
[Z#]
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[f#i4]
BB e B L TR A 4
(2541 ]
fE F BB TR %A
Switch (config-if)# no 1lldp tx
Switch (config-if)# no 1lldp rx
TLV 3% H
[ 4]
1lldp tlv-select
TLV{port-desc/sys-name/sys-desc/sys-cap/mac-phy/lag/max-
frame-size/management-addr}
lldp tlv-select pvid(disable|enable)
lldp tlv-select vlan-name (add|remove)VLAN-LIST
[HLE ]
AR E#ER
[Z%]
¥ ik
TLV{port-desc/sys-name/sys-desc/sys-cap/mac-phy/lag/max-fra %
me-size/management-addr} I8 E
TLV,
45
iy 11
BN
TLV.
/\é}ﬁ
2
TLV.
/\é}ﬁ
BN
TLV.
/\é}ﬁ
e
TLV.

MAC/
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PHY
TLV.
BERE
Py
TLV.
=N
MR
/N
TLV.
B
Huhk
TLV
enable) Hia/

K H1
PVID
TLV

(add | remove) VLAN

VLAN-LIST

(25451 ]

K
TV B
wahn/
Ik
VLAN
VLAN
E s
TLV 1
Jn /i
IR
VLAN

WEIREEIR TLV

A 1,2,3 Fi%E TV Aim AR TLV. RGLFR TLV. PVID TLV AlbY
B VLAN ZFRA 11 VLAN &FK TLV

Switch (config)# interface range gi 1,3

Switch (config-if)# 1lldp tlv-select port-desc sys-name
Switch (config-if)# 1lldp tlv-select pvid enable

Switch (config-if)# 1ldp tlv-select vlan-name add 1
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HEWND LLDP EEELE

(4]
show 1lldp interfaces GigabitEthernet xx
[HLE]
FR EXEC K
(€219
S iR
GigabitEthernet %t 1 1D
XX
[Hiik]
AEfRE S H M LLDp FLEAE R
(25411

BRI 1 MER
Switch# show 1lldp interface GigabitEthernet 1

State: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

LLDP packet handling: Flooding

Port | State | Optional TLVs | Address
gil | RX,TX | 1192.168.80.202

Port ID: gil

802.3 optional TLVs:

802.1 optional TLVs
PVID: Enabled

7.6.3. LLDP MED & /iCE

PRIE R A K

Lin%]

2

lldp med fast-start-repeat-count <I1-10>
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[#LE]
4 R e B A X
(24
<1-10> £% LLDP-MED ffJ LLDPDU #R&3CAM45, HUETE Y 1-10 AOEEAL,
NN
[H#i2]
B R
(24411
BCE PUEAR SO 10
Switch (config)# 1ldp med fast-start-repeat-count 10
AT/ R ) 2% SR
(4]
1lldp med network-policy <1-32>
app (voice|voice-signaling|guest-voice|guest-voice-signal
ing|softphone-voice|video-conferencing|streaming-video|v
ideo-signaling) vlan <0-4095> vlan-type (tag|untag)
priority <0-7> dscp <0-63>
no 1lldp med network-policy <I1-32>
[HL1E]
4R E R
(€219
<1-32> &
%
*
S
ID

app (voice|voice-signaling|guest-voice|guest-voice-signaling|so [
ftphone-voice|video-conferencing|streaming-video|video-signali %%

ng) =+
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F
M
At
13

é\

<0-4095> &8
SE

15

Sz
H

VL

(tag|untag) VL

<0-7>

FEFLO BE® T Z2 >

<0-63> DS

£

(A ]
N0/ M3z 90 225 SR gk

(2441
WH B MM ER, T E VLAN 10 ks, cos th%e4ih 7, Dscp il
FN 56
Switch (config) # 11dp med network-policy 1 app voice vlan 10
vlan-type tag priority 7 dscp 56

T IS DX 2% SR TD O 1 H SR
Switch (config)# no 1ldp med network-policy 1
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#HFE LLDP-MED BLEfZ B

[ 4]

2

show 1lldp med

(K]
R EXEC B
[&%(]
¥
[k ]
%% LLDP MED MLE/(E R
[ %4411

#F LLDP MED {5 &
Switch#show 1ldp med

Fast Start Repeat Count: 3

Network policy 1
Application type: Voice
VLAN ID: 222 tagged
Layer 2 priority: O
DSCP: O

Network policy 2

Application type: Voice
VLAN ID: 2 tagged
Layer 2 priority: O

DSCP: O
Port | Capabilities | Network Policy | Location | Inventory
| PoE PSE
—————— e et e
_________ + ommm—

gil | Yes | No | No | No |
N/A

gi2 | Yes | No | No | No |
N/A

gi3 | Yes | No | No | No |

N/A
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gid | Yes | No | No | No |
N/A

gib | Yes | No | No | No |
N/A

gi6 | Yes | No | No | No |
N/A

gi7 | Yes | No | No | No |
N/A
--More—--—

7.6.4. LLDP MED ¥ % E

JFJ2 /5% LLDP-MED

Lir%]

2

no lldp med

1lldp med

[HE ]
¥ L B A

(%]
¥

[HiA]
TFIE /<R E# TR LLDP-MED LA

[ 254911
F a1 1 ) LLDP-MED DJRE, XMl 2 i 1LDP-MED JJRg
Switch (config) # interface GigabitEthernet 1
Switch (config-if)# 11dp med
Switch (config) # interface GigabitEthernet 2
Switch (config-if)# no 1ldp med

MED TLV 1%

[4]

1ll1dp med tlv-select MEDTLV{network-policy/location/

inventory/poe-pse}

no lldp med tlv-select
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[HLA]
2 1 B AR X
[Z4(]
¥ Ei:13%)
MEDTLV{network-policy/location/ kIS5 MED TLV, EIEMLEERS TV, AL E
inventory/poe-pse} TLV. % 7Zi% 8 TLV A1 PoE-PSE TLV
[#5A]
R/ MIFRTEEH I MED TLV
(254511
fRE N 2 KIEW TLv NALE . FEAE . M RIGAE B
Switch (confiqg) # interface gi?2
Switch (config-if)# 1ldp med tlv-select location inventory
network-policy
Ui H 2 RIER) TLV
Switch (config-if)#no 1lldp med tlv-select
wim/MgRA EE R
(4]
lldp med location
(coordination|civic-address|ecs-elin) ADDR
no lldp med location (coordination|civic-address|ecs-elin)
[ EASD
2 B A
[Z#(]
ZH it
coordination AL EABFR, 16 X751t ]
civic-address Tk, 6-16 XF 7Nt
ecs-elin HAMEIESY, 10-25 XF K7k
ADDR e A B A5 B AR X
[##iA]

i/ mEE LLpp MED {7 EAE B

(25411
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WHEN M 1A EE R

Switch (config)# interface GigabitEthernet 1
Switch (config-if)# 1ldp med location coordinate
112233445566778899AABBCCDDEEFF00

Switch (config-if)# 1ldp med location civic-address

112233445566
Switch (config-if)# 1ldp med location ecs-elin
112233445566778899AA
T/ R PR 2% SRRk A5 B
[dr 4]
1lldp med network-policy (add|remove) <1-32>
[HLE]
2 11 B A X
(%]
add VST I 2% SR 5 12 1R 8 58
remove I 3 19 % S s 5 4 1 ) 5
<1-32> Fi € W 2% SR 1D
[k ]
TR0/ W B 48 5 42 IR X 248 S g
(25451 ]

HEME TD Jy 1 A IR 2% SRR TR I/ A% B 3 o 11 8 5
Switch(config-if)# 11ldp med network-policy add/remove 1

EHE O LLDP-MED IEBE B

(<]

show lldp interfaces GigabitEthernet xx med
[#LE]

R ExEC i
[(Z#1]
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GigabitEthernet xx e E I 1D

[Hid]

BETHOM LLDP-MED IL B 5 5

[z5491]
AT 1 # LLDP-MED LB 15 &
Switch# show 1lldp interfaces gil med
Port | Capabilities | Network Policy | Location |
Inventory
———— Fomm e + omm————— o
gil | Yes | Yes | Yes |
Yes
Port ID: gil
Network policies: 1, 32
Location:
Coordinates: 112233445566778899AABBCCDDEEFF00
Civic-address: 112233445566
Ecs-elin: 112233445566778899AA
765 1EREEBESER
BEEREAAMER
(4]
show 1lldp local-device
(@D
FEA EXEC HEE
[Z%#]
¥
| €jiip) |
R W& A HE B
[z5491]
BE W& A HE L

Switch# show 1ldp local-device

LLDP Local Device Information:

Chassis Type : Mac Address
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Chassis ID : CO0:74:AD:B9:3B:44
System Name : Switch
System Description : GWN7801

System Capabilities Support : Bridge, Router
System Capabilities Enable : Bridge, Router
Management Address : 192.168.80.202 (IPv4)
Management Address : fe80::c274:adff:feb9:3b44 (IPvo6)

BEHOAMERE
(v 4]
show 1lldp interfaces GigabitEthernet xx local-device

(L]
R ExEC B

[Z%]
S8 iR
GigabitEthernet xx B ID

(A ]
EE 1R b A HAE

(2541 ]
EE I 1 AR E R
Switchl121212 (config) # show 11dp interfaces gil local-device

Device ID: 00:12:12:12:12:12

Port ID: gil

System Name: Switchl21212

Capabilities: Bridge

System description:

Port description:

Management address: 192.168.1.254

Time To Live: 120

802.3 MAC/PHY Configur/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 10BASE-T half
duplex, 10BASE-T full duplex, 100BASE-TX half duplex,
100BASE-TX full duplex

Operational MAU type: Other or unknown
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802.3 Link Aggregation

Aggregation capability: Capable of being aggregated
Aggregation status: Not currently in aggregation
Aggregation port ID: O

802.3 Maximum Frame Size: 1522

802.1 PVID: 1

LLDP-MED capabilities: Capabilities, Network Policy,
Location,

Extended PSE, Inventory

LLDP-MED Device type: Network Connectivity
LLDP-MED Network policy

Application type: Voice Signaling

Flags: Unknown Policy

VLAN ID: 2

Layer 2 priority: 3

DSCP: 4

LLDP-MED Network policy

Application type: Conferencing

Flags: Unknown Policy

VLAN ID: 5

Layer 2 priority: 1

DSCP: 63

Hardware revision: 1123

Firmware revision: 2.5.0-beta.32801

Software revision: 2.5.0-beta.32801

Serial number: abc

Manufacturer Name:

Model name: RTL8328-24FE-4GE

Asset ID:

LLDP-MED Location

Coordinates:
11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF:00
Civic-address: 11:22:33:44:55:66

Ecs-elin: 11:22:33:44:55:66:77:88:99:AA

BEEWERER
[fir 4]
show 11ldp neighbor
show 1lldp interfaces GigabitEthernet xx neighbor

(@D
R ExEC B
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[Z%#]
S8 iR
GigabitEthernet xx feEum I ID
[f#i4]

HERAAEEE

B F R 2 v AR RS S
[%441]

HE A REEE

Switch# show 1lldp neighbor

Port | Device ID | Port ID | SysName
| Capabilities | TTL

gi3 | 00:12:12:12:12:12 | gil |
Switchl21212 | Bridge | 111

gill | TREEBASE |00:1A:4D:26:EB:E8 |
TREEBASE | Station Only | 33

BE N 3 HALEE S
Switch# show 1lldp interface GigabitEthernet 3 neighbor

Device ID: 00:12:12:12:12:12

Port ID: gil

System Name: Switchl21212

Capabilities: Bridge

System description:

Port description:

Management address: 192.168.1.254

Time To Live: 98

802.3 MAC/PHY Configur/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 10BASE-T half
duplex, 10BASE-T full duplex, 100BASE-TX half duplex,
100BASE-TX full duplex

Operational MAU type: 100BASE-TX full duplex mode
802.3 Link Aggregation

Aggregation capability: Capable of being aggregated

Aggregation status: Not currently in aggregation
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Aggregation port ID: O

802.3 Maximum Frame Size: 1522

802.1 PVID: 1

LLDP-MED capabilities: Capabilities, Network Policy,
Location,

Extended PSE, Inventory

LLDP-MED Device type: Network Connectivity
LLDP-MED Network policy

Application type: Voice Signaling
Flags: Unknown Policy

VLAN ID: 2

Layer 2 priority: 3

DSCP: 4

LLDP-MED Network policy

Application type: Conferencing

Flags: Unknown Policy

VLAN ID: 5

Layer 2 priority: 1

DSCP: 63

LLDP-MED Power over Ethernet

Device Type: Power Sourcing Entity
Power Source: Primary Power Source
Power priority: Low

Power value: 13.0 Watts

Hardware revision: 1123

Firmware revision: 2.5.0-beta.32801
Software revision: 2.5.0-beta.32801
Serial number: abc

Manufacturer Name:

Model name: RTL8328-24FE-4GE

Asset ID:

LLDP-MED Location

Coordinates:
11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF:00
Civic-address: 11:22:33:44:55:66
Ecs-elin: 11:22:33:44:55:66:77:88:99:AA

BE LLDP 4t 5 8

[fir 4]
show 1l1ldp statistics

show 1lldp interfaces GigabitEthernet xx statistics
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(EUAED
R ExEC it
(=3
s owm&
GigabitEthernet xx 8 E ¥ 1D
(434 ]
#%& LLDP SitfE R
A48 E I 1) LLDP SiitfE R
(244511
A% LLDP ZiitfE R
LLDP Global Statistics:
Insertions : O
Deletions : O
Drops : 0
Age Outs : 0
| TX Frames | RX Frames RX
TLVs | RX Ageouts
Port | Total | Total | Discarded | Errors | Discarded
| Unrecognized | Total
———————— B bt e e ittt e
_____ T S
gil | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi2 | 5537 | 0 | 0 | 0 | 0 |
0 | 0
gi3 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gid | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi5 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi6 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi7 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi8 | 0 | 0 | 0 | 0 | 0 |
0 | 0
gi9 | 0 | 0 | 0 | 0 | 0 |
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gilo | 0 | 0 | 0 | 0 | 0 |

AU 1 [ LLDP St &
Switch# show 1lldp interface GigabitEthernet 1 statistics

LLDP Port Statistics:

| TX Frames | RX Frames RX

TLVs | RX Ageouts
Port | Total | Total | Discarded | Errors | Discarded
| Unrecognized | Total
———————— e T Tttt SR
_____ o
gil | 0 | 0 | 0 | 0 | 0 |

0 | 0

WO TV BB

(741

show 1lldp interfaces GigabitEthernet xx tlvs-overloading

[HLE]
R ExEC HHE
[Z4(]
¥ iR
GigabitEthernet xx e € I ID
[f#i4]
BB TR T o I TLV A2 7
(2541 ]

BRI 1M TLV &G EEK
Switch# show 1lldp interface GigabitEthernet 1 statistics

LLDP Port Statistics:

| TX Frames | RX Frames RX
TLVs | RX Ageouts
Port | Total | Total | Discarded | Errors | Discarded
| Unrecognized | Total
———————— et e it D
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gil | 0 | 0 | 0 | 0 | 0 |

Switch#

Switch#

Switch# show 1lldp interface GigabitEthernet
tlvs-overloading

Invalid port id

Switch# show 1lldp interface GigabitEthernet 1

tlvs-overloading

gil:
TLVs Group | Bytes | Status
____________________________ T
Mandatory | 21 | Transmitted
LLDP-MED Capabilities | 9 | Transmitted
802.1 | 8 | Transmitted

Total: 38 bytes
Left: 1450 bytes

BREGHER

[fir 4]
clear 1l1ldp global statistics

clear 1l1ldp interface GigabirEthernet xx statistics

[ ]
K EXEC FHE
[ %]
¥ Ei:13%)
GigabitEthernet xx e € I ID
[#5A]
EB4 R LLop GitHE R
JEBRTE v ) LLDP RiTHE R
[ 41

HEB& 4R LLDP it B
Switch#clear 11dp global statistics
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HFRIEO 1 LLDP GiilE B
Switch#clear 1lldp interfaces GigabitEthernet 1 statistics
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8. &4

8.1. ARG

8.1.1. EFEXHIREGIHE

(4]
show clock
show clock detail
[HE ]
KR EXEC B
(=41
o
[ ]
BE YT RS A
| @7D|

Switch#show clock
Switch#show clock detail

8.1.2. FEhiXEEHSHE

(4]
clock set HH:MM:SS
(jan|feb|mar|apr|may|jun|jul|aug|sep|oct|nov|dec)
<1-31> <2000-2035>

[HLA ]

i ExEC #Ea

[Z%]

S iR

HH:MM:SS 45 F

(jan|feb|mar|apr|  H 1
may|jun|jul|aug|s
ep|oct|nov|dec)

<1-31> H
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<2000-2035> A
[H#i4]
F v E A
| @7D|

Switch#clock set 04:14:24 jan 24 2034

8.1.3. BENNFREAFINEE

(4]
clock source local
[ ]
4 R lic B
(=41
¥
[H#iA]
W )RR A Fsh ik B
[ 24451 ]

Switch#configure

Switch (config) #clock source local

8.1.4. B EISRIEN SNTP R% 25

(4]
clock source sntp
show sntp

[HLFE ]

4 JR e B A K

(€219
7

[Hiik]

clock source sntp WEM[HKIEAN sNTP k%4
show sntp & SNTP JR%#s
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[z5491]
Switch#configure
Switch (config) #clock source local

Switch (config) #do show sntp

8.1.5. FCHE sntp A% %%

(4]
sntp host A.B.C.D port<1-65535>
sntp host HOSTNAME port<1-65535>
(A1
4 Ry e B AR
[Z#]
S8 iR
A.B.C.D SNTP fik 554 IP Htuhik:
HOSTNAME SNTP I 5% # ik 44
port<1-65535> SNTP IR 55 #i i 1, HUE Gy 1-65535 H#E 4K
[ ik ]
FeE SNTP feds#% Huhik
(2441
Switch#configure

Switch (config) #sntp host 192.168.1.27 port 123

Switch (config) #sntp host time.windows.com port 124

8.1.6. JEZ SNTP RS %%

(4]

no sntp
(@D

R E A
(241
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[HiA]
54 SNTP RS %
[ 241 ]
Switch#configure
Switch (config) #no sntp
8.1.7. HEEmRKX
[i4]
clock timezone ACRONYM HOUR-OFFSET minutes <0-59>
(LA ]
4= JRfic B A5
(%]
¥ iR
ACRONYM i X B S R (14 A
HOUR-OFFSET 5 uTC R 2
<-12-13>
minutes <0-59> 5 uTC B4rEh %=
[HiA]
i & B X
[ 24451 ]
Switch#configure

Switch (config) #clock timezone Pac -8 minutes 30

8.1.8. RERIAFKX

(4]
no clock timezone
[HE ]
4 R lic B
(=41

x
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[HiA]
P BRI X
[z5491]
Switch#configure
Switch (config) #no clock timezone
8.2. HH P Hubit
8.2.1. IPv4
#E IPva Hihit
(4]
show ip
[HLE ]
FEA EXEC R
(=41
¥
[H#iA]
BFE 1pva Hikik
[z5491]

Switch#show ip

BC B &4 \Pva Huhk AT PR

(v 4]
ip address A.B.C.D mask A.B.C.D
[HLFE ]
4R e B AR
(4]
ZH iR

A.B.C.D 1P Hihk#% N EE SR, H A/B/C/D HITE N 0-255
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(A ]
BCE##AS Ipv4 Hibb A7 W HERY

(25451 ]
Switch#configure
Switch (config) #ip address 192.168.0.140 mask 255.255.255.0
Switch (config) #do show ip

BE IPv4 BRIARISR

(4]
ip default-gateway A.B.C.D
(¥
R E B A
(241
Eg i
A.B.C.D FSKHBHER K, A/B/C/D IR Ty 0-255
[Hid]
BB TPva A%
(2541

Switch#configure
Switch (config) #ip default-gateway 192.168.0.2
Switch (config) #do show ip

BEEEBERNES IPva BRIAN R

(v 4]
no ip default-gateway
[HLFE ]
4R B
(4]
x
[ 4]

BERENES IPvd BRIAMNE
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(2541 ]
Switch#configure
Switch (config) #no ip default-gateway
Switch (config) #do show ip

Ac & IPv4 Huht 287K DHCP

[i4]
ip dhcp
(]
4 i B AR
[>%(]
o
[HiR]
fiiE 1pva iK% N paCP
[ %4411

Switch#configure
Switch (config) #ip dhcp
Switch (config) #do show ip

<M DHCP, fHFIEAS IPv4

[fir 4]
no ip dhcp
[HLFE ]
4R E B
(241
x
(A ]
KM paCp, M 1Pv4
(25411

Switch#configure
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Switch (config) #no ip dhcp
Switch (config) #do show ip

FFJE telnet AUPR/ssh ALBR/https 5 ]

(741
ip telnet|ssh|https
[HLFE ]
4R e B AR
(4]
x
[ 2]
JF/H telnet BUIR/ssh BUR /https Vil
(24451

Switch#configure

Switch (config) #ip telnet|sshl|https

X telnet BUPR/ssh BLBR/ https 5 1Al

(741
no ip telnet|ssh|https
[HLFE ]
4R e B AR
(4]
x
[ k]
KM telnet BIR/ssh AR /https Vil
(25411

Switch#configure

Switch (config) #no ip telnet|ssh|https
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BEF https Vi ARES

[74]

show ip https
(L]

B ExEC B
[Z%#]

¥
| €jiip) |

BHE https VIR
[z5491]

Switch#show ip https

1Bk web(https) R B BHT i 8]

[4]
ip web session-timeout session-timeout
[ ]
K ExEC B
(%]
S8 iR
session-timeout HTTPS AR B[], HUEVEEE N 1-1440 7%
[ ]
&2 web AL B[]
[z5491]
Switch#configure
Switch (config) #ip web session-timeout 500
8.2.2. IPv6
#E IPv6 Ml
(4]

show ipvé
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[#LE ]

R ExEC fEE
[&%1]

0
[ A ]

BE 1Pve Hilik
[ %4451 1

Switch#show ipv6

e B &4 \Pve Hubk M RT K E

(4]
ipv6é address X:X::X:X prefix prefix
[HLE]
4 Jr i B A X
[Z%#]
¥ 730
X:X::X:X IPv6 Hihk
prefix IR, HUE N 0-128 HH4L
[fiid]
il B & 1Pve HubbAIAT K E
(2541 ]
Switch#configure
Switch (config) #ipv6 address 2409:8754:3020:13::22 prefix
128

Switch (config) #do show ipv6

L& IPve BRIAMIE

L %]

ipv6é default-gateway X:X::X:X

(R ]
4 JRE BAR
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[Z4(]
¥ iR
X:X::X:X IPv6 ERIA X ¢ kil
[#5A]
Bl 1pve BRIAMK
[2£451]
Switch#configure

Switch (confiqg) #ipv6 default-gateway 2409:8754:3020:13::25
Switch (config) #do show ipv6

BEERE RS IPve BRIARIE

(4]

no ipvé default-gateway
[HLA ]

4 Ry e B AR
[Z%]

p
[ ik ]

HETRENTS 1pve BRIAMKE
[%441]

Switch#configure
Switch (config) #no ipv6 default-gateway
Switch (config) #do show ipv6

BCE IPv6 Huht2RA A DHCP

(4]

ipvé dhcp
[HLFE ]

4R e B AR
(4]
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[ A ]
EE 1Pve HihkZ5AN DHCP

L5411
Switch#configure
Switch (config) #ipv6 dhcp
Switch (config) #do show ipv6

<M DHCP, S IPv6

[4]
no ipvé dhcp
[ ]
4 JR e B AR
(%]
I
[HiA]
%] pHCP, ff FH#HA 1PV
[ 241 ]

Switch#configure
Switch (config) #no ipv6 dhcp
Switch (config) #do show ipv6

FrJa Ipve TR BB E

(741

ipv6é autoconfig
[HLFE ]

4R e B AR
(4]

x
[ k]

JHRE 1Pve TIREHBIACE
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[%441]
Switch#configure
Switch (config) #ipvé autoconfig
Switch (config) #do show ipv6

XM Ipve TR HBACE

(741

no ipvé autoconfig
[HLFE ]

4R e B AR
(4]

x
[ 2]

KMl 1Pve RS HBNACE
(2441 ]

Switch#configure
Switch (config) #no ipv6 autoconfig

Switch (config) #do show ipv6

83. BFRRH

8.3.1. T&FE telnet/ssh/console HIERZS

(4]
show line telnet/ssh/console
(LA ]
Ff ExEC BT
[&%(]
T
[ ]

& telnet/ssh/console BHFEIRE
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(25411

Switch#show line telnet

Telnet ===============================
Telnet Server : enabled

Session Timeout : 10 (minutes)

History Count : 128

Password Retry : 3

Silent Time : 180 (seconds)

8.3.2. fBIX telnet/ssh/console K &k [A]

L%
line telnet/ssh/console
exec-timeout <0-65535>
(LA ]
4= JRfic B A5
(=41
¥ iR
<0-65535> FeE PG, 0 RN R
[HiiR]
fE4 telnet/ssh/console B[
| @7D|

Switch#configure
Switch (config) #line telnet/ssh/console
Switch (config) #exec-timeout 100

Switch (config) #do show line telnet/ssh/console

8.3.3. {&IX telnet/ssh/console 7 2 fr 4T3k

(4]
line telnet/ssh/console
history <1-256>

(LA ]

4 JR e BAR
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[Z%]
s oW
<1-256> P s dn & it 4
[Hiik ]
B telnet/ssh/console JJi a4 it4L
(254

Switch#configure
Switch(config)#line telnet/ssh/console
Switch (config) #history 100

Switch (config)#do show line telnet/ssh/console

8.3.4. 1EIX telnet/ssh/console ZZHS E R IXEL

[4]
line telnet/ssh/console
password-thresh <0-120>
[ ]
A R e B AR
[Z#]
<0-120> RV BRI, 0 R LR
| €iip%) |
B telnet/ssh/console ZEE I IREL
[ 24451 ]

Switch#configure
Switch (config)#line telnet/ssh/console
Switch (config) #password-thresh 5

Switch (config)#do show line telnet/ssh/console

8.3.5. fBIX telnet/ssh/console &&ERET [A]

line telnet/ssh/console



(%]
ZH
<0-65535>

[Hid]

(25411
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silent-time <0-65535>

4 JR e BAR

ik
A& b G e BRI R R), 0 IR TG R

fE2% telnet/ssh/console FHERET[H]
M PR S S, B IR R, R EE IR B S I — R, 24 M
WK B B I BCERT, cli FAEFERA [a) p PH BB s

Switch#configure
Switch (config) #line telnet/ssh/console
Switch (config) #silent-time 2400

Switch (config) #do show line telnet/ssh/console

8.3.6. JEE& telnet/ssh #EFE

(€519

[Hid]

(25411

clear line telnet|ssh

R ExEC B

&K telnet/ssh #HFE

Switch#clear line telnet|ssh
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8.4. HP&EH

8.4.1. BEHRFPFHIER

[4]
show username
(@USD
KA ExEC R
[=%(]
Priv FH P2
Type iRk it
User Name P4
Password 0
[k ]
BEHHP YR
[ %4411

Switch#show username

8.4.2. BEXUNMBEZKHEHF

[ 4]
show users
(@UAD|
FEA ExEC R
(%]
Username P4
Protocol e
Location Hi il
[k ]

BE LA L
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Switch#show users

Username Protocol Location
console 0.0.0.0
admin telnet 192.168.122.52

8.43. EREXAHMAFHMESR

L4 ]
show privilege
(@D
Fi ExEC R
[Z#]
¥ iR
Current CLI Username 4T CL 4
Current CLI Privilege MHT CL AR,
[ ]
BE YHTH ISR
[ 25451 ]
Switch#show privilege
Current CLI Username: admin
Current CLI Privilege: 15
8.4.4. WHIIAF
L4 ]

username WORD<0-32> [privilege (admin|monitor|operator)]
(password UNENCRYPY-PASSWORD | secrect UNENCRYPY-PASSWORD
| secret encrypted ENCRYPT-PASSWORD)
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A JR e B AR
[Z4#]
WORD<0-32> M4, FrEE: 0-32
privilege HPF%%: administrator|monitor|operator
(admin |monitor|operator)
password ERERNIIES
UNENCRYPY-PASSWORD
secret B, AR N R/
UNENCRYPY-PASSWORD
secret encrypted hnzs, ERY NN 5 1

ENCRYPT-PASSWORD

[Hid ]
IEA

€37)!

Switch#configure

Switch (config) fusername testl privilege admin password
123456

Switch (config) #username test2 privilege monitor secret
123456

Switch (config) fusername test3 privilege operator secret
encrypted 123456

Switch (config) #show username

8.4.5. MIERAF

[4]

no username WORD<0-32>
(A ]

4 JRyfic B X
[Z%#]

WORD<0-32> M4, FFEE: 0-32
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(A ]
Tl

(25451 ]

Switch#configure

Switch (config) #no username test2

8.4.6. BHAH P EAHNFEIRAKZG

enable password UNENCRYPY-PASSWORD

4 JR e BAR

[ 2410
Y #ih
password B A
UNENCRYPY-PASSWORD

[Hid]
BRSO A 2 N R AU 3 ) 6

(25451 ]

Switch#configure

Switch (config) #enable password 11111111

8.4.7. BHHPEN

[dr4]
username WORD<0-32>
(password UNENCRYPY-PASSWORD | secrect UNENCRYPY-PASSWORD
| secret encrypted ENCRYPT-PASSWORD)

[ ]

4 ey ic B AR X
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¥ Ei:i3% )

WORD<0-32> M4, FFEE: 0-32
password EERGAS 02
UNENCRYPY-PASSWORD

secret DR, RS0 w )
UNENCRYPY-PASSWORD

secret encrypted Jne, SR SN 5

ENCRYPT-PASSWORD

[#54]
BB P %S
[2£451]
Switch#configure

Switch (config) #username test3 password aa33333333
0ld password: 123456

8.4.8. KEMFPEAHNSPIRAKFEARME B

(2]
enable password “”
[HLE]
4 Ry e B AR
[Z#]
7
[H5i4 ]
PR P G N R S 2 S N B CBRIAR D)
(2541 ]

Switch#configure

Switch (config) #enable password “”
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8.5. HBPS5EFIETRE

8.5.1. BER
[4]

Reboot
(LA ]

R ExEC B
(=41

p
[HiA]

5 AL
[ 24451 ]

Switch#reboot

8.5.2. EERIFFIETHIERE

(741

show running-config
[HLFE ]

F EXEC i
(€219

x
[ 2]

HE IEAEBAT I E
(25411

Switch#show running-config
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